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A CCTV Policy incorporating ‘Best Practice’ guidance from
Local Government Information Unit (LGIU), the CCTV User Group,
Police Scientific Development Branch, (PSDB) and the Home Office.
And Complying With:
BS 7958:2015 Closed Circuit Television (CCTV) - Management and Operation - Code of Practice

BS 10800: 2020 Provision of Security Services — Code of Practice
Information Commissionaire CCTV Code of Practice

Home Office Surveillance Camera Code of Practice
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1 GLOSSARY OF TERMS (in alphabetical order)

TERM

12Twelve Week Security

Ancillary Staff

BS 10800: 2020

BS 7858: 2019

BS 7958: 2015

BS EN ISO 9001: 2008

CCTV Scheme

CCTV System

Confirmed Employment

Control Room

COSHH

Data

16/09/2022

EXPLANATION

The period permitted by BS 7858: 2012 for Screening Period
completion of the Security Screening process

Staff employed in ‘non-relevant’ employment

Provision of Security Services — Code of Practice

Code of practice for Security screening of personnel employed
within the security environment

Closed Circuit television (CCTV) Management and operation —
Code of practice

Quality management systems - Requirements

Totality of arrangements for closed circuit television if a locality
including, but not limited to, the technological system, staff and
operational procedures.

Note: A whole system is not limited to equipment sited at one
locality; it may include systems that use ‘dial in dial out’ remote
transmission or decentralised control

Surveillance items comprising cameras and associated
equipment for monitoring, transmission and controlling purposes,
for use in a defined security zone

Employment status achieved after successful completion of
security screening in compliance with BS 7858: 2012

Secure area within a building, or a secure building where a CCTV
system is installed and data is captured, retrieved, stored and
analysed

Control of Substances Harmful to Health Regulations 2002

All information including that about a person
Note: In the context of CCTV Schemes this includes images and
ant other associated, linked or processed information or data
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Data Controller

Data Processor

DDA

DPA

DSE

Ergonomics

Hard Copy Print

HSW

Incident

Job Description/Competency

Manager

Observation mode

16/09/2022

The person identified within each Scheme who determines the
purpose for which and the manner in which any stored data is to
be processed or disclosed.

A person who processes stored data on behalf of the Data
Controller

Disability Discrimination Act 1995

Data Protection Act 2018 & GDPR 2016

Display Screen Equipment

Any alphanumeric or graphic screen regardless of the display
process involved. Both conventional (cathode ray tube) display
screens and other display processes such as liquid crystal
displays and other emerging technologies

Study of the efficiency of the working environment provided for
people engaged in determined activities

Paper copy of an image or other form of data that is stored by
electronic or other ‘software’ system

Health & Safety at Work Act 1974

An activity that raises cause for concern that an offence has been,
is being or is about to be committed, or that an occurrence has
taken place warranting specific action by an operator

A document that details the relevant activities and responsibilities
associated with an identified role or position within the
organisation, together with the skills and qualifications deemed
relevant to the post holder

Person appointed to supervise and enforce the implementation of
the policies and procedures as defined by the Scheme
owners/partners.

Mode of operation of a CCTV system whereby monitoring is
carried out live, the sole purpose of which is to observe an
incident in real time and not to record, hold in memory or to print
the images received.
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Operator

Owner

Partner

Personal Data

Processing

Provisional Employment

Recorded Material

Relevant Employment

Retrieval System

RIPA

16/09/2022

individual in relevant employment specifically designated and
authorised by the owner of the CCTV Scheme to carry out the
physical operation of controlling the System

Note: The meaning of the word ‘operator’ in the setting of the
Health & Safety (Display Screen Equipment) Regulations 1992 is
different to the use of the word at other parts of this document.

Legal person or entity, agency or individual designated as having
overall responsibility for the formulation and implementation of the
policies, purposes and control of the CCTV Scheme.

Note: The role of Owner also includes all statutory
responsibilities, including those of the ‘Data Controller as
prescribed by the DPA 2018 Section 1(1) ‘The owner may be a
partnership, provided it has a formal constitution.

Individuals or groups who jointly have responsibility for the
establishment of an organisation and its ongoing management
and operation each party having equal responsibility, usually
under the control of an elected Chief executive.

Data which relates to a living individual who can be identified
either from that data or from that data and other information,
which is in the possession of the Data Controller, or is likely to
come into such possession

In respect of stored data, whether personal or otherwise, it is the
means by which any operation or operations in carried out in
respect of that data

12 week period of employment ‘offered’ following pre-employment
security screening specified by BS 7858: 2012 during which the
security screening process must be completed

Any data recorded on any medium that has the capacity to store
data and from which data can later be recalled irrespective of
time.

A person employed operationally in any capacity within the
security environment

CCTYV system having the capacity, in any medium, to effectively
‘capture’ data that can later be retrieved, viewed or processed

Regulation of Investigatory Powers Act 2000
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Screening Controller

Security Screening Period

Security screening Process

Stakeholder

Subject Data

Supervisor

Workstation

16/09/2022

Identified individual within an organisation who is responsible for
management of the Screening Process

Period of not less than 5five years immediately prior to
commencement of relevant employment or transfer to relevant
employment specified by BS 7858: 2012 specified as subject to
positive vetting

An investigative process that identifies by positive enquiries the
integrity and suitability of an applicant for employment within a
security environment

Any person affected directly or indirectly by the existence or
activities of any organisation. This can be in the capacity of an
employee, supplier or any person living or visiting within the area.

Images being viewed on screen whether directly from a camera or
any recording medium

Person identified trained and authorised by the Scheme

owners/partners with operational responsibility to ensure that the
Scheme is operated in accordance with the Policy & Procedures.
The supervisor will be responsible to the Control Room manager.

A position established and equipped for the purpose of providing
a suitable ergonomic and efficient environment for an employee to
carry out duties associated with CCTV monitoring and
management
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2, FOREWORD

This Policy Document is intended as a reference which outlines the purpose and objectives of the
Caerphilly CBC CCTV Scheme, (The scheme) stating the means by which The Scheme will be
operated in order to achieve planned results in such a way as to retain the confidence of all
investors, stakeholders and residents within the area of operation. This Policy is based upon
acknowledged ‘best practice’ and the means of compliance whilst condemning any deviation from
the standard of management and operation aspired to.

Arguably, CCTV is one of the most powerful tools to be developed in recent years to assist with the
prevention and detection of crime and enhancing community safety. Systems are now a common
sight in most cities and town centres and within retail and recreational areas.

Concerns expressed as to the intrusive nature of CCTV surveillance can only be addressed if CCTV
Schemes are accountable to the very people they aim to protect. The confidence of the
communities the Scheme is designed to protect is paramount in the success of the Scheme; every
member of the community is effectively a ‘stakeholder’ in the Scheme and has a right to be kept
informed of the Scheme objectives and be apprised of its successes and its failures .

In the absence of statutory regulation, other than the licensing by the SIA of individuals employed
within the security industry, and compliance with the specific requirements of the Data Protection
Act 2018 and UK GDPR 2016, the adherence to existing voluntary Codes of Practice will ensure
CCTV not only remains effective but also operates with the confidence and support of the
communities it aims to protect.

This Policy Manual draws for its authority on current Codes of Practice and DPA (Data Protection
Act 2018 and UK GDPR 2016) advisory publications. As a part of this commitment The Scheme
maintains its registration with the office of the Data Commissioner under the Caerphilly CBC Data
Protection Registration Certificate Number 26797679 Purpose No. 9. The current Certificate of
registration is due to expire on 5" June 2023

The development of a common Policy Manual allows for the review and update of policies in line
with any changes to the authoritative codes on a consistent basis. It is intended for use in
conjunction with detailed Procedural Manuals, which will expand on the specific means of
compliance outlined within this manual in order to safeguard, as far as is reasonably practicable, the
integrity of the system and any evidential data captured pursuant of its objectives. In order to ensure
that The Scheme maintains its impact and integrity the Policy and Procedures will be reviewed on
an annual basis to ensure that they maintain their objectivity and accuracy in respect of both
stakeholder needs and legislative and ‘best practice’ requirements.
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3. MISSION STATEMENT

The CCTV Scheme Owners
Caerphilly County Borough Council

And the management team and all its employees are committed to achieving the objectives of the scheme by compliance with the
Policies & Procedures drawn up for management of the Scheme thereby ensuring the evidential value of all data stored by the
Scheme pursuant of its stated objectives whilst honouring the human rights and civil liberties of all subjects captured on CCTV.

This aim will be achieved by strict adherence to the policies of Scheme management and the application of recruiting and training
procedures that will ensure the suitability of all staff to the task together with the provision of appropriate training to equip the
individual for the challenges achieving a lead position in CCTV management and control.

The Scheme Owners will maintain policies and procedures to meet the requirements of
e BS7958:2015
e BS10800: 2020
e BS7858:2019
o Information Commissionaires CCTV Code of Practice
e Regulation of the Investigatory Powers Act (RIPA)
e Human Rights Act
o Health & Safety at Work Act (HSW)
e Equal Opportunities Act
o Home Office Surveillance Camera Code of Practice
e Surveillance Camera Commissionaires Code of Practice

Our commitment will be communicated to, and understood by all employees and stakeholders through training, newsletters and by
dissemination into the public domain

We will develop and promote a culture of transparency in the management of our scheme in order to enhance the confidence of our
stakeholders in the concept of CCTV surveillance and we will review our policies and objectives annually to ensure ongoing value of
service.
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4.

STATEMENT OF UNDERTAKING

Statement of Undertaking

Policies and Procedures in Respect of the Operation of the
The Caerphilly County Borough Council CCTV System
Agreed by The Caerphilly County Borough Council

New Road
TiryBerth
Hengoed
CF82 8AU

The Policies and Procedures presented are hereby approved by the
owners, partners and contributors to the CCTV Scheme and, as far as is
reasonably practicable will be complied with by all who are involved in the
management and operation of the System.

Signed for and on behalf of The Caerphilly County Borough Council:

i T r/E-} G

—

Signature ~— __ ~

Name: Jacqui Morgan
Position: Scheme Manager

Dated the 30h day of June 2022

16/09/2022
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5.
5.1

5.2

INTRODUCTION & OBJECTIVES

INTRODUCTION

A Closed Circuit Television (CCTV) Scheme has been has been set up by the Caerphilly County Borough Council in order to
offer town centre CCTV monitoring within the towns serviced by the authority. The Scheme, which is known as The Caerphilly
CCTV Scheme comprises 170+ fixed and PTZ cameras installed at strategic locations, inclusive of a small number of re-
deployable cameras that can be moved to varying locations. In all cases images will be relayed back to a central Control
Room or secondary monitoring facility. A mobile CCTV vehicle is also available with recordings held within the vehicle. The
storage medium is digital recording.

The management structure identifying ownership and key management roles is contained in Appendix 19.A Management &
Ownership Chart

OBJECTIVES

The primary objective of the Scheme is to provide a safe environment for the benefit of those who live, work, trade, visit, serve
and enjoy the facilities within the areas covered by Caerphilly County Borough Council.

The key objectives of the Scheme are:

e To preserve life and to minimise the risk and danger to the vulnerable through effective CCTV monitoring

e Toassistin the detection of crime.

o To facilitate the identification, apprehension and prosecution of offenders in relation to crime and public order.
e Toassistin the restoration of tranquillity and reduction in anti-social behaviour.

o  To prevent or mitigate interruptions to traffic flow (not to enforce breaches of the traffic law).

e Toassistin the reduction of the fear of crime and anti-social behaviour thereby promoting the reassurance of the
communities affected and promoting community regeneration throughout the region.

The Scheme specifically excludes:
e Sound recording in public places
e The use of stored images for entertainment purposes or commercial use

In pursuance of these key objectives the Scheme intends to retain all data for a maximum period of 31days, unless identified
as being of evidential value, or subject to Data Disclosure request at the end of which all stored data will be deleted by
overwriting of ‘hard drive’ storage.

16/09/2022 Version 06/22 1"



6. PURPOSE

The purpose of this policy document is to state the intention of the Scheme Owners / Partners, Caerphilly County Borough
Council, and the Managers as far as reasonably practicable to support the objectives and principles of the Scheme (hereafter
referred to as the Scheme).

The ‘Purpose’ of the Scheme and policies adopted in determining the reasons for implementing The Scheme are as
previously defined in the Scheme Objectives detailed in section 5.2 Objectives.

6.1 THE LAW

The Scheme will be operated fairly, within the applicable law, and only for the agreed purposes for which it is established, or
which are subsequently agreed in accordance with the Scheme Objectives and relevant Codes of Practice and legislation.

6.2 PRIVACY

The Scheme will be operated with due regard to the principle that everyone has the right to respect for his or her private or
family life. The Scheme will not be used to invade the privacy of any individual in residential, business or other private
premises. Appropriate signage will be erected and displayed in all areas under direct surveillance by CCTV, unless subject of
authorized covert ‘directed’ surveillance. The type and size of signs will comply with the recommendations of the DPA CCTV
Code of Practice and are reproduced in Appendix 19.B CCTV Signs.

6.3 SCHEME BOUNDARIES

The Scheme has defined boundaries, purpose and objectives; these are established at the point of scheme inception and are
reviewed / redefined at regular intervals during annual review. The Scheme Owners only can make amendments to the
boundaries, purpose or objectives of the Scheme or in cases of minor changes by the Scheme Manager in such cases
ratification will be obtained during the next management meeting. The Scheme Owners may draw up and publish specific
and short-term key objectives based on local concerns. These objectives will be documented and reviewed at regular
intervals, as well as being published in the annual report. This responsibility may be devolved to the Scheme Manager
providing such changes are ratified at the next management meeting.

6.4 DATA

Only such data as is relevant to the defined objectives of the Scheme will be captured and stored. The integrity of the
Scheme and the captured data will be maintained by training of Operators and regular data audits by the Scheme Manager as
defined in Procedure 03 - Training and Procedure 11 - Auditing. Only such persons as are identified in Procedure 06 -
Privacy and Disclosure will be permitted to view or be provided with copies of captured data

There is no facility for, or intention to introduce sound recording or facial recognition technology in any public place covered by
the Scheme, nor is there any intention to use stored data for commercial or entertainment purposes.
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6.5 PUBLIC INFORMATION

The Scheme Owners will ensure that the following information is available and within the public domain. The information shall
take the form of a website that will be accessible via the main Caerphilly County Borough Council website.

o Policy Summary

o Camera Locations

o Scheme Objectives

o Complaints Procedure
o Annual Review

o The Owner and official address of the Scheme
o Contact details (i.e. control room telephone number, and / or email address)

The Owners of the Scheme have defined procedures to ensure that the security and integrity of all stored data is safeguarded
and that release of data to third parties is controlled and limited to those with legitimate access, whether statutory prosecuting
bodies, or under provision of the DPA. These safeguards are defined within Procedure 06 - Privacy and Disclosure.

The Owners of the Scheme specifically preclude the transmission or transfer of stored data outside the United Kingdom unless
under exceptional circumstances and pursuant of a Police enquiry.
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1.

MEETINGS

741 ANNUAL REVIEW

To ensure that the objectivity and integrity of the Scheme is maintained it will be subject to an annual review that will be
attended by the scheme Manager and the Control Room Manager.

The review will be conducted subject to a fixed agenda that will include but not be limited to the following subject headings:

Review of the continued validity of the purpose and objectives of the Scheme
Any changes to the boundaries and scope of the Scheme

Review of contracts with all suppliers

Review of the application of the DPA and any changes in legal requirements
Review of information currently in the public domain to maintain accountability
Review of Equal Opportunities & Health & Safety Policies

Results of maintenance schedules and system tests

Annual report and statistics supporting the success of the Scheme

Review of ‘RIPA authorisations and ‘special’ community objectives

No significant changes to The Scheme, its policy or its objectives will be made other than during the Annual Review. Any
minor or operational change implemented by The Scheme Manager during the interim period will be ratified and formally
adopted during such meetings. Outputs from such meetings will be compiled and disseminated to those with specific
responsibility.

7.2 MONTHLY MANAGEMENT MEETINGS

Monthly management meetings attended by Scheme Manager and Control Room Manager will support such annual reviews.
Monthly meeting will be subject to a fixed agenda that will include but not be limited to:

° 3rd party data release applications

° RIPA applications and approvals from statutory bodies

. Review of internal audits

. Review of service / maintenance requirements

° Any requested variation in boundaries / scope

. Any H&S / discipline issues or HR requirements.

o Review and analysis of complaints and identification of corrective action

Monthly meetings will be minuted and minutes will be reviewed bi-annually by the full management team prior annual review.

7.3 Full Staff Meetings

e Monthly team meetings attended by the Scheme Manager, Control Room Manager and Control Room Operators will
be subject to a fixed agenda that will include but will not be limited to

e Management Updates
e Operational issues
o Health & Safety

Monthly meetings will be minuted and distributed to all operators.
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8. PROCEDURES

The management and operation of the Scheme is controlled by documented procedures supported by controlled documents /
standard forms for accurately recording each activity within the specific procedure.

Once agreed by the Scheme Manager the procedures and supporting documents can only be authorised for change or
amendment by the Control Room Manager.

Copies of the Operating Procedures and controlled documents will be available in the Control Room at all times and will be
endorsed by each CCTV Operator within that environment to confirm their familiarity with the contents.

An organisational chart Appendix 19.A Management & Ownership Chart has been drawn up for the Scheme, which
illustrates the management structure together with the roles and responsibilities, devolved and retained, of each level within the
structure. This is supported by a documented ‘job description’ for each role within the CCTV Scheme that identifies activity or
role accountability for each post Appendix 19.F Job Descriptions/Responsibilities & Competencies.

Transportable or mobile cameras may be deployed within the area, such deployment is assessed by need identified with specific
problems or ‘hot spots’ and are never randomly deployed. Deployment is subject to completion of a Privacy Impact Assessment
and relevant request form. The use of such cameras, and data produced by virtue of their use, will always accord with the
objectives of the CCTV Scheme and to be governed by the Surveillance Camera Code of Practice and Information
Commissionaire CCTV Code of Practice and BS 7958

Most of the cameras offer full colour, Pan Tilt and Zoom (PTZ) capability, some of which may automatically switch to
monochrome in low light conditions, and where applicable have been programmed to pass zones of privacy. Remaining
cameras will be monochrome.

None of the cameras forming part of the Scheme will be installed in a covert manner. Some of the cameras may be enclosed
with 'All Weather Domes' for aesthetic or operational reasons; appropriate signs will identify the presence of all cameras,
including those temporarily sited. During deployments of temporarily sited cameras a primary impact assessment will be initiated
and neighbouring properties will have an opportunity to comment. Where signage is considered inadequate a ‘mail drop’ will be
arranged throughout the target area to ensure that all those affected are aware that monitoring will take place. Mobile CCTV
Vehicle camera is deployed monitoring from visible and ‘signed’ vans to ensure that their activities are conducted ethically as a
‘high visibility’ deployment.
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9. AUDIT

The Scheme has undertaken to engage in annual external audit by the National Security Inspectorate to ensure the continued
compliance with the British Standard BS 7958, Information Commissionaire CCTV Code of Practice and the Surveillance
Camera Code of Practice. The Scheme has undertaken a protocol of internal auditing of critical activities as outlined in
Procedure 11 - Auditing to ensure that ongoing integrity and accountability is not compromised.
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10. ANNUAL REPORT

An annual report will be published, which will be made available within the public domain that will provide information on the
operation and performance of the Scheme. As a general principle the annual report will be compiled following the annual review
and will draw on the annual review to ensure that it reflects a current and objective overview of the Schemes effectiveness.

The annual report will include, but not be limited to, the following subject headings:

A description of the Scheme and geographical areas and boundaries of operation
The Schemes Policy Statement

The purpose and scope of the Scheme

Any changes to the operation or management of the Scheme which will include:
Any changes that have been made to the policy

Any proposals to expand or reduce the operation of the Scheme and details of any interim changes ratified during
the annual review

The aims and objectives for the next 12 months

h. Statistics on the Units results and achievements based upon the defined ‘success criteria’ and supported by
feedback from the police. Such statistics should be based upon:

i. Number of incidents recorded by The Scheme
ii. Number of incidents reported to law enforcement agencies or other relevant bodies or partners.

iii. An assessment, based upon statistics, of The Scheme’s impact upon the levels and type of crime in the
area.

iv. An assessment of the scheme’s impact on its objectives, including
1. The number of Privacy Impact assessments completed
2. The number of reviews of footage by police and authorised agencies
3. The number of incidents per camera for the previous twelve months.

-0 o0 T
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1. MANAGEMENT RESPONSIBILITY

The Owners and management team acknowledges the importance of operational control and accountability at all levels within
the Scheme, together with the flexibility to review and change policies and procedures in order to maintain the integrity,
transparency and efficiency of the Scheme management and operations. All staff working within the CCTV environment are
subject to a strict discipline code in order to maintain the integrity of the Scheme and minimise the possibility of inappropriate
direct surveillance that could compromise that integrity

The Scheme Owners are committed to the principles of openness and accountability, by both DPA registration and by
dissemination of information into the public domain.

Management responsibility and accountability at all levels is contained within the organisational chart at Appendix 19.A -
Organisational Chart and in defined job descriptions. Appendix 19.F Job Descriptions/Responsibilities & Competencies.
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12. PERSONNEL

All personnel whose employment involves, or may involve, the acquisition of information, or access to information or equipment,
the improper use of which could involve a risk to the security of the organisation, any client of the organisation or any third party
or stakeholder will be screened in accordance with BS 7858 as specified in Procedure 02 — Security Screening.

The selection and recruitment process will be conducted in accordance with Procedure 01 — Recruitment and will be compliant
with Para: 5.2 of BS 7958 and with the licensing requirements of the S.LA.

Al staff employed within the CCTV environment will be trained in accordance with the requirements of BS 7958. The Scheme
Owners have documented to Appendix 19.D Training Plan that will be applied to the existing workforce and to all newly
appointed Operators / Managers prior to their deployment. Such training will be followed by a 12 week performance-monitoring
plan within the CCTV environment.

Appropriate training will be provided to all managerial and administrative roles based upon a skills gap analysis evaluating
current skill levels and the competency criteria incorporated within the specific role ‘job description’. Any shortfall will be
addressed immediately and the HR director in consultation with the individual’s line manager will further evaluate training needs
annually.
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13. CCTV CONTROL ROOM

The Scheme is monitored and controlled from a dedicated CCTV Control Room which complies with the constructional
requirements of BS 7958 and is so constructed so that it can be secured from outside if necessary in case of emergency.

The Scheme has direct radio and telephone communications with police, in order that immediate contact can be made in
emergency situations or to assist with incident management.

Access to the CCTV Control Room is strictly controlled to persons with identified need to enter in the course of their duties. All
other visitors and contractors accessing the Control Room should obtain consent from the Scheme Manager and will sign a
Access Control Log book (Procedure 4.7 — Control Room), which in turn constituted an undertaking of confidentiality.

In the normal course of events Police Officers are granted the right to enter the CCTV Control Room at any time whilst on duty,
after signature of the Access Control Log book, for liaison and security purposes. This right of access is agreed by
Memorandum of Understanding between the Scheme Owners and the Chief Officer of Police for the area. This agreement is
subject to annual verification during the annual review.

Ergonomics and the Health & Safety of all staff employed within the Control Room environment are subject to constant review.
Health & Safety surveys and risk assessments are conducted bi-annually and copies of the most recent surveys are retained
within the Control Room. All Operators are afforded the opportunity to take regular breaks away from their workstations.

All staff employed in the CCTV environment will be subject to the CCBC Code of Conduct for Employee’s and the Policies and
Procedures that CCBC operate. All staff have, access to the required Policies and Procedures of CCBC via Human Resources
Department or the CCBC internal network. The Scheme Manager will review the Health & Safety Policy on an annual basis,
with advice from the Caerphilly County Borough Council Health & Safety Directorate.
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14, RESPONSE

The Scheme Owners have identified the need to agree procedures as to action to be taken in the event of an incident being
detected within the CCTV Control Room. This procedure, (Procedure 5 - Response) has been compiled and will be subject to
constant evaluation at management meetings to ensure that the maximum efficiency is maintained.

Procedure 5 - Response provides suitable guidance to Operators / Manager concerning:
o Action to be taken in the event of an incident being observed
e Who should respond to any particular type of incident
o Agreed timescales for response to any given incident
o Circumstances when direct live time monitoring should take place
o When direct monitoring should cease

e When response to an incident can be considered successful
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15.

PRIVACY AND DISCLOSURE ISSUES

15.1 Privacy

The Scheme Owners and all its employees are committed to the principle that cameras should not be used to infringe upon the
individual’s right of privacy.

Wherever possible, privacy zones are programmed into the System to ensure that the interiors of private properties or any area
where the occupant could reasonable expect to enjoy privacy is not surveyed by the cameras.

Operators are made aware through training, and through the Scheme discipline code that misuse of the cameras for purposes
other than those for which they are intended will bring the Scheme into disrepute and could result in disciplinary, if not criminal
proceedings.

Operators are aware that stored data is subject to routine and regular audit in order to confirm that any data has been captured
in accordance with the Scheme objectives and is lawfully held. Any Operator may be called upon at any time to justify their
decision to capture and store data specific to any individual or incident.

15.2 Disclosure of Data

It is a fundamental principle of the Scheme that stored data / recorded material will only be used for the purpose defined within
the policy statement and scheme objectives.

The only exception to this may be on grounds of public interest or for the prevention and detection of crime. In all such cases
the Data Controller will consider whether the effect of disclosure upon the individual exceeds the public interest in making such a
disclosure.

The disclosure of data for entertainment and commercial purposes is prohibited unequivocally; however, The Owners / Partners
have entered into an agreement with the Chief Officer of Police for third party release of data for purposes of crime prevention
and detection and in some instances Police training. As a part of the agreement the Chief Officer of Police indemnifies the
Scheme against any subsequent misuse of data following its release.

It will be the responsibility of the Data Controller to ensure that any release of Personal Data is appropriate, controlled and
accompanied by a data release audit trail.

Procedures for release of data for reasons, and in circumstances that maintain the integrity of the Scheme are contained in
Procedure 6 - Privacy and Disclosure.

15.3 Subject Access Disclosure

The Data Controller is responsible for management of subject access disclosure under the provisions of The Data Protection Act
2018 and UK GDPR 2016. He / she will ensure that in all circumstances disclosure is only made of data pertinent to the search
and that the applicant has provided accurate information relative to the search. All requests are managed by the CCBC
Information Unit who will request the data from the Control Room Manager.

Data will only be provided to the individual for viewing in a controlled environment outside the confines of the CCTV remote
monitoring centre and after any additional images of other individuals have been obscured.

Any data released to the media or any third party will be accompanied by a data release document that clearly states the
purpose of the release and the limitations of what that data will be used for. The release form will also indemnify the Scheme
against any subsequent misuse of data contrary to the stated purpose for release.

Procedures for subject access disclosure are contained in Procedure 6 — Privacy and Disclosure.
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16. RECORDED MATERIAL MANAGEMENT
16.1 Guiding Principles

For the purposes of this Policy ‘recorded material’ means any material recorded by, or as the result of, technical equipment
which forms part of the System, but specifically includes images recorded digitally, including still prints.

The Scheme will ensure that all material, both recorded data and recording medium will be of the highest quality achievable as
every recording used in pursuant of the Scheme has the potential of containing material that has to be admitted in evidence at
some point during its life span. It is therefore critical to maintain total integrity and transparency in the management of both the
recording medium and the capture of data. To this end audit trails are established and followed at all times to ensure the
continuity essential to achieve evidential integrity of all date.

To ensure the quality of the recording medium, and that recorded information will meet the criteria outlined by current Home
Office guidelines, the only recording medium to be used by the Scheme are those which have been specifically provided by the
owners in accordance with the Procedural Manual.

Members of the community must have total confidence that information recorded about their ordinary everyday activities by
virtue of the system, will be treated with due regard to their individual right to respect for their private and family life and that
stored data will be subject to appropriate security measures to ensure that no abuse is possible by way of unauthorised access
alteration, disclosure or destruction.

It is therefore of paramount importance that every recording medium and recorded image is treated strictly in accordance with
this Policy and the Procedural Manual from the moment it is delivered to the monitoring room until its final destruction.
Therefore, every movement and usage will be meticulously recorded.

Access to, and the use of, recorded material will be strictly for the purposes defined in this Code of Practice.

Recorded material will not be copied, sold, otherwise released or used for commercial purposes or for the provision of
entertainment.

Hard copy prints will be regarded with the same level of security as any other stored data. Copies will not be routinely made or
distributed. The same criteria for release will apply as to other forms of data and both the maker and recipient of a hard copy
print will be accountable for its existence, use and ultimate destruction.

16.2 Disclosure of Data

Every request for the release of personal data generated by the CCTV Scheme, other than requests by Police Officers will be
channelled through the Scheme Manager. The Scheme Manger will ensure the principles contained within this Code of
Practice and the associated Procedures are followed at all times.

In complying with these Policies and Procedures for the release of data to third parties it is intended, as far as reasonably
practicable, to safeguard the individual’s rights to privacy and to give effect to the following principles:

o Recorded material shall be processed lawfully and fairly, and used only for the purposes defined in this Code of
Practice;

o Access to recorded material will only take place in accordance with the standards outlined in BS 7958 and the
Information Commissioners guidelines under the Data Protection Act 2018 and UK GDPR 2016, which are
encapsulated within this Code of Practice;

The release or disclosure of data for commercial or entertainment purposes is specifically prohibited.

Members of the police service or other prosecuting agencies having a statutory authority to investigate and / or prosecute
offences may, subject to compliance with documented Procedures, release details of recorded information to the media only in
an effort to identify alleged offenders or potential witnesses. Under such circumstances, full details will be recorded in
accordance with the Procedural Manual.

Note: Release to the media of recorded information, in whatever format, which may be part of a current investigation
would be covered by the Police and Criminal Evidence Act, 1984. Any such disclosure should only be made after
due consideration of the likely impact on a criminal trial. Full details of any media coverage must be recorded and
brought to the attention of both the prosecutor and the defence.

If material is to be shown to witnesses, including police officers, for the purpose of obtaining identification evidence, it must be
shown in accordance with the Policy and the Procedures Manual.

It may be beneficial to make use of ‘real’ CCTV footage for the training and education of those involved in the operation and
management of CCTV systems, and for those involved in the investigation, prevention and detection of crime. Any material
recorded by virtue of this CCTV system will only be used for such bona fide training and education purposes.
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16.3 Recorded Data — Retention

All recorded data will be retained for a maximum period of 31 days before reuse of the recording medium, by over righting in
respect of hard drive.

Data, which is originally recorded on hard drives may be transferred to another medium and retained as above.

Hard drive recorders are not suitable for removing. If the whole data contained on such a medium is required for investigative
use then a direct copy image must be carried out.

16.4  Recorded medium Register

Each recording medium will have a unique reference number and tracking record appropriate to the nature of the recording
medium, which will be retained for at least seven years after the destruction of that recording medium.

16.5 Recording Policy

Subject to the equipment functioning correctly, images from every camera will be recorded directly onto a secure hard drive.
Images from all cameras will be recorded in real time.

16.6 Evidential Material for Police Use

It is the responsibility of the Police to manage the gathering and storage of recorded evidence to aid the prosecution of
offenders, retention of that material until the case, or until the expiry of statutory time limits allowed for appeal. Both master
and working copies of evidential data will be handed to the police thus terminating any responsibility for storage on the part of
The Scheme if provided to Police on DVD.

Digital upload of CCTV into the Police NICE system will be the preferred option wherever possible depending on the amount
of footage requested. Large amounts of CCTV required, will still be provided via DVD or Hard drive.
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17:

1741

16/09/2022

I.T. Security and System Resilience

L.T. Security

The Public Sector Broadband Aggregation (PSBA) network is an all-wales Wide Area Network (WAN) used by
public Service bodies (i.e. Local Authorities, Higher Education / Further Education colleges, Fire/ambulance/police
services, Health Boards etc.) across Wales. PSBA provides a mixture of secured private connections and public
services shared connections across the WAN. Security is ensured using a combination of (Virtual Routing and
Forwarding (VRF), access lists and firewall technologies.

The CCBC CCTV traffic has been routed through a private VRF within the subset of CCBC VRF’s. Only CCTV
traffic traverses this VRF, it is not accessible via public (internet) connections or CCBC Corporate connections.
Dedicated switches have been provided into which the CCTV equipment is connected, and a dedicated port on the
PSBA Layer 3 device has been allocated for the WAN connection.

In the Tir y berth Control Centre the CCTV monitoring equipment has a link into the CCTV VRF and access to the
CCTV equipment is established via this link.

The analogue communication channel from cameras to Video Management Software (VMS) system has been
upgraded by encoding CCTV images to IP protocol locally at the camera with use of Axis encoders. A video
encoder is the bridge between an analogue CCTV system and a network video system, thereby prolonging the
operability of legacy systems.

Upgraded layer 2 flat network at the control room by designing and implementing layer 3 fully managed network
according to Cyber Essentials.

Network has been designed using Virtual Local area networks (Vlans), structured IP scheme and Access Control
lists (ACLs) providing fully scalable secured IP network infrastructure.

Cisco catalyst 3750 switches secured by applying security measures on device management and control plane. i.e.
Username and passwords, ACLs.

Cisco Adaptive Security Appliance 5506 has been used in line with internet within the network infrastructure
providing extra network security.

Implementation of a domain controller with Active Directory service implemented.

Implemented MacAfee End Point protection (antivirus) on all of the windows devices to protect from harmful
attacks.
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17.2

16/09/2022

System Resilience
e Operating System

Synectic Synergy Pro operating system is a closed network with the 4 client stations linked together. System does
not link into the CCBC . T. network so no external access is possible.

System is located in a secure Control room with controlled access to the control room. Synetics operating system
is also password controlled. Operators have no facility to remove any CCTV footage from the system.

® Recording System

All recordings on the Synetics system are held on PSN’s (Primary Storage Nodes) which consist of either 6 or 12
hard drive discs forming a RAID (redundant array of independent disks) which is a data storage virtualization
technology that combines multiple physical disk drive components into a single logical unit for the purposes of data
redundancy, performance improvement, or both.

This allows for the failure of either 1 or 2 drives dependant on size of array, without the loss of any CCTV footage.
Synergy Pro system is also set to alert operators to any issues with the RAID array allowing faults to be reported
immediately.

® Maintenance

Maintenance contract in place allowing for 2 service visits per year plus 24hr response for any faults.
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18. DOCUMENTATION

Identification prefix, issue number and date of issue control all documents and forms used in the management of the Scheme
and to ensure its ongoing integrity.

The register of controlled documents can be found in Register Of Controlled Documents.
The Scheme Manager is responsible for document control as specified in Procedure 10 - Document Control.

Controllers will ensure via a computerised Management system for each workstation an accurate record is maintained of the
times of monitoring, details of the Operator and the cameras being monitored. This record will include an accurate record of all
incidents where recording takes place, routine camera patrols and the identification of any instances where ‘privacy zones’ have
been compromised.
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Appendices

A Management & Ownership Chart

B CCTV Signage

Cc Public Information Brochure

D Training policy

E Equal Opportunities Policy

F Job Descriptions/Responsibilities & Competencies
G Camera Numbers & Locations

H Register of Controlled Documents

I Amendment Control Sheet
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19. A Management & Ownership Chart

| ORGANISATIONAL STRUCTURE

Trading Standards, Licensing Manager and Registras Manager

Jacqui Morgan

Licensing

CCTV Operations
Control Room Manager
Carl Nesling

Registras

Comunity Protection

Commercial Practices

Control Room Supervisor

Adminstration
Assistant

CCTV Operators
3 shift pattem
Days / Afternoons / Nights
10.5f1e.




19.B CCTV Signage

16/09/2022

CCTV Images are recorded for the purpose

of Crime Prevention and Community Safety

For a copy of the scheme objectives, please contact the
scheme operator or visit your.caerphilly.gov.uk/saferccb

Caiff delweddau TCC eu recordio er pwrpasau
Atal Trosedd a Diogelwch Cymunedol

| dderbyn copi 0 amcanion y cynllun, cysylltwch & pherchennog
y system heu ewch i your.caerphilly.gov.uk/safercch

01443 815588

Scheme Operator:  (sater eaerphilly ceumysarcuon EAPRPHILLY
Gweithredwr Cyn"un; | Bwndoistroiswe! EROFHl Saftach | f?gﬁ??’?f?
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19.C Public Information Brochure

The CCTV Scheme Owners
of
Caerphilly County Borough Council CCTV Scheme

TiryBerth, Hengoed, CF82 8NR
MISSION STATEMENT

The owners, the management team and all its employees are committed to achieving the objectives of the Safer
Caerphilly Delivery Group by compliance with the Policies & Procedures drawn up for management of the scheme
thereby ensuring the evidential value of all data stored by the scheme pursuant of its stated objectives whilst honouring
the human rights and civil liberties of all subjects captured on CCTV.

This aim will be achieved by strict adherence to the policies of scheme management and the application of recruiting
and training procedures that will ensure the suitability of all staff to the task together with the provision of appropriate
training to equip the individual for the challenges achieving a lead position in CCTV management and control.

Our commitment will be communicated to and understood by all employees and stakeholders through training,
newsletters and by dissemination into the public domain

We will develop and promote a culture of transparency in the management of our scheme in order to enhance the
confidence of our stakeholders in the concept of CCTV surveillance and we will review our policies and objectives
annually to ensure ongoing value of service.

SCHEME OBJECTIVES

The primary objective of the Scheme is to provide a safe environment for the benefit of those who live, work, trade,
visit, serve and enjoy the facilities within the areas covered by Caerphilly County Borough Council.

The key objectives of the Scheme are:
e To preserve life and to minimise the risk and danger to the vulnerable through effective CCTV monitoring

e Toassistin the detection of crime.

e To facilitate the identification, apprehension and prosecution of offenders in relation to crime and public order.
o To assist in the restoration of tranquillity and reduction in anti-social behaviour.

o To prevent or mitigate interruptions to traffic flow (not to enforce breaches of the traffic law).

® To assist in the reduction of the fear of crime and anti-social behaviour thereby promoting the reassurance of
the communities affected and promoting community regeneration throughout the region.
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COMPLAINTS POLICY

1. ltis the policy of Caerphilly CCTV Scheme to ensure that all activities pursuant of the scheme purpose and
objectives shall be conducted in such a manner as to be totally transparent to all stakeholders and that the
scheme shall be answerable for any deviation from or failure to achieve those defined objectives

2. The scheme will be operated fairly, within the applicable law, and only for the defined purpose for which it
was established or which are subsequently agreed in accordance with the Scheme Objectives and relevant
Codes of Practice and current legislation.

3. The scheme will be operated with due regard to the principle that everyone has a right to respect for his or
her private or family life and the scheme will not be used to invade the privacy of any individual.

5. Appropriate signage will be erected in all areas where surveillance by CCTV is in operation in order to
ensure that the individual is made aware that they may be subject to direct surveillance

6. Any individual who may be considered a stakeholder of the scheme has the right to lodge a complaint
against the scheme based upon their dissatisfaction, perceived or real, of the objectives, operation or
management of the scheme.

7. The complaints procedure and relevant contact details will be made publically available by means of the
Caerphilly County Borough Council website.

8. Caerphilly County Borough Council undertake to observe the confidentiality of any such complainant whilst
causing the complaint to be fully investigated with objectivity and impartiality. In the event that the
complainant is dissatisfied with the outcome then the complaint shall be made subject to external review.

9. The owners/partners of the scheme are committed to the maintenance of stakeholder confidence in the
scheme by maintaining an atmosphere of approachability, accountability and transparency in all main and
support activities associated with the scheme.

10. The means by which this policy will be implemented has been documented in a procedure against which the
scheme will be subject to regular audits to ensure its ongoing compliance.
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HOW TO MAKE A COMPLAINT ABOUT THE SCHEME

To make a complaint about the Caerphilly CCTV Scheme or to seek further information about the management
or objectives of the Scheme either telephone the number stated below or please contact the following persons
either by phone or post.

Name: Scheme Manager
Address:  Penallta House
Tredomen Park
Ystrad Mynach
Hengoed
CF82 7PG

Telephone number: 01443 815588

Or
Name: Control Room Manager
Address: Tiryberth Depot

New Road

Tiryberth

Hengoed

CF82 8NR

Telephone number: 01443 873770

Should you have a complaint regarding the use of the Public Open Space CCTV system that relates to data
protection or a breach, further information on how to make a complaint can be found below:

Data Protection Complaints (CCBC website)

Should you have a complaint about the actions of a member of staff please follow the Authority’s Corporate
Complaints Procedures. Further information can be found at: -

Corporate Complaints (CCBC website)
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19.D Training Policy
19.1 Introduction

It is accepted that training is one of the most important elements of any established CCTV Scheme
that has the intention of formalising its procedures to comply with Industry/SIA requirements or to
aspire to compliance with the Quality Standard BS EN I1SO 9001: 2008. Such Schemes will have
benefit of an existing workforce with a wide range of skills and who can evidence their competence
in the management and operation of their respective scheme.

Being mindful of this fact, together with the cost implications and frustrations involved in discounting
all previous training, the purpose of this Training Plan is to formalise a means by which staff can
build upon previous training and experience to maximise their full potential and to reach the
required evidential training standard without imposing a denigrating or onerous regime upon the
individual or the scheme owners/partners.

19.2 Induction Training

The scheme owners/partners have a responsibility to ensure that all staff employed by the scheme
has had benefit of induction training in matters relating to conditions of employment and the
Scheme procedures. In the minority of instances where existing employees have not, as a
precursor to their employment, received such an input Induction Training will be provided
retrospectively. In the case of new employees Induction Training will precede their operational
deployment.

Whilst it is accepted that best practice dictates that Induction Training has been provided to staff at
the commencement of their period of employment, it does not necessarily follow that a record of
such training has been completed and that documented evidence can be found in the individuals
personnel file.

Should this be the case it is the responsibility of the scheme owners/partners to ensure, either by
retrospective completion of training records (providing employment is recent enough to render
retrospective completion practical or ethical), or by re-training is included in the Personnel Files of
all its employees. Such training will satisfy the requirements of Para: 5.3 of BS 7858 and will include
but not be limited to:

Terms & Conditions of Employment

Health & Safety requirements of both the employee and the organisation

Introduction to ‘on-site’ working conditions

Introduction to The System in operation

Introduction to the areas of operation

The organisation’s commitment to career development and progression to recognised
qualifications through additional training

e The discipline code and policy

e Equal opportunities/anti-discrimination policy

Many of these issues will be contained within the Induction Checklist to be completed as part of the
probation period of Employment..
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19.3 Basic Job Training
a. General

To satisfy Industry standards prescribed by BS 7958 and the requirements of the SIA Specification
for Core Competency Training and Qualification for the CCTV Operator all staff employed
operationally within the CCTV environment must be able to evidence that they have had benefit of
Basic Job Training as prescribed Procedure: 03 Training.

Evidence of such training can only be established by documented records of training that are
acceptable to external verification either in its entirety or in specific core competencies contained
within the Basic Job Training course.

In the event that new appointees to relevant employment are either not holders of an S.I.A. Front
Line Licence, or that the training received was not specific to CCTV operation then they will be
required to undergo ‘off-site’ Basic Training as specified by the S.I.A. and BS 7958 before
operational deployment, unless the exemptions outlined in Para: 18.4.3.b apply.

b. Exemptions

In addition to the exceptions specified in Para: 3.3.5 of Procedure 03, CCTV operators and
managers who are ‘in post’ at the time of the scheme’s transition to Industry/S.I.A. compliance may
have sought exemption from any or all of the core competency training requirements if they can
either:

a) Provide documented evidence of an equivalent or higher qualification awarded by a
Qualification and Curriculum Authority approved awarding body
or
b) Evidence through external verification approved by SIA and a Qualification and Curriculum
Authority approved training provider based upon gap analysis of core competencies and on-job
assessment of competency in those areas identified as requiring such verification.
or
c) Following a gap analysis there is an identified lack in identified core competencies that is
agreed should be dealt with by way of instruction drawn from modules contained within the
basic job training curriculum.

Such exemptions may still apply to new employees transferring to relevant employment from an
associated activity or entering relevant employment from overseas where training requirements
may vary.

In all cases records should be retained and made available for internal and external audit that will
provide evidence that any employee has the basic core competency skills relevant to their role
within the CCTV scheme.

Core competencies will include but not be limited to:

e Generic use of CCTV monitoring equipment (Specific systems requirements will also be
addressed in both Induction Training and Competency Assessment)

Management, handling and storage of recorded material

Capture of evidentially viable images

Privacy and data disclosure protocols

Legislation relevant to the CCTV environment
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c. Assessment of Competence
Assessment of competence is relevant within the context of this Training Plan in two distinct ways.

New transferees to relevant employment who have had benefit of previous training but undertake
core competency training as a result of gap analysis would be subject to an on job assessment of
competence to verify the trainees understanding of that training. The duration of such an
assessment should be agreed pro-rata on the standard 12twelve week assessment which would be
undertaken following the full training course to new employees in relevant employment.

All new appointees to the CCTV environment after having undertaken off-site basic training will
undergo a full 12twelve week on site assessment of competence, which will be activity based and
focused upon, as a minimum the following:
e The systems and operations current to the Scheme
¢ Knowledge of the areas covered and the scope and location of cameras including conduct
or routine camera patrols
e Aspects of the management of recorded material, including handling and storage of
evidential data specific to the Scheme
¢ Documentation used to record the management of activities
o The management structure including responsibilities associated with each level

19.4 Supervisory/Management Training

It is of equal importance at any stage of the scheme’s operation to be in a position to evidence that
supervisors and managers have attained the identified skills associated with their specific role
within the organisation.

In order to achieve this the scheme owner/partners should ensure that all supervisors and
managers whose duties include operational control of the Scheme are holders of a Front Line S.LLA.
Licence and have undergone training as identified in Section 18.4.3. & 18.4.4. In addition
supervisors and managers will undertake additional training specific to their
supervisory/management role and identified in their individual ‘Job Description’.

Those promoted to supervisory/management roles within relevant employment will undergo a gap
analysis against the identified core competencies and will undertake modular training in respect of
any identified shortfall.

New supervisory/management appointees will undertake basic job training equivalent to that
undertaken by operators but will then undergo additional training specific to their position before
taking on an operational responsibility commensurate with their role.

Any shortfall in relevant competencies will be made subject of a Training Action Plan and will be
addressed within the first three months of appointment.
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INDUCTION CHECKLIST — PC USER

All of the activities covered must be included in the induction programme for an individual
if they are applicable.

Employee Name: Employee
Number:

Location: Post:

Date of Commencement: Grade:

FIRST DAY / DAYS

ACTIVITY DATE COMPLETED | COMMENTS

Personal Information and
Welcome

Initial greeting and introduction
to induction programme from
line manager

Explanation of the use of the
checklist

Introduction to team members

Tour of the workplace and

relevant procedures explained

including:

e Fire evacuation procedures

e Location of fire

extinguishers

First Aid arrangements

Location of toilet facilities

No Smoking Policy

Location of kitchen /

restaurant facilities

e Any car parking
arrangements

e Identity card issued

e Security arrangements
explained

16/09/2022 Version 06/22 37




FIRST DAY / DAYS

ACTIVITY

DATE COMPLETED

COMMENTS

Health and Safety information
issued
Employers Health and Safety
obligations
Employee’s health and safety
obligations including:
e Safe use of equipment
e Following safe systems
of work
e Safe use of personal
protection equipment
e Taking care of self and
others
¢ Job specific risk
assessments and Risk
Assessment Policy
e Accident/ Incident
Reporting and
Investigation Policy
e Accessing health and
safety information
¢ Health and Safety
Division

Health and Safety Policies and
Management Arrangements
e Corporate Health and
Safety Policy
e Employee Wellbeing
¢ Violence at Work
o Display Screen
Equipment Policy

Job Specific Health and Safety
Policies (e.g. Control of
Substances Hazardous to
Health, Corporate Asbestos
Management Plan, Lone
Working, Noise at Work,
Manual Handling Policy)

Any queries from employee
addressed

Introduction to Work Area

e Allocation of work related
equipment (e.g. workstation,
tools, PPE, equipment, PC
etc.) and training on their
use

e Location of telephones /
printers / photocopiers and

16/09/2022
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FIRST DAY / DAYS

ACTIVITY

DATE COMPLETED

COMMENTS

training given on their use
e Mail distribution and
collection
e Any special requirements
identified (e.g. reasonable
adjustments)

Introduction to Employment
Brief and initial explanation of
Terms and Conditions of
employment.

e Hours of work, including
flexible working
arrangements, rotas etc

e Flexi system procedure
(where applicable)

e Probationary procedure
explained (if applicable)

Overview of role and
responsibilities

Allocation of initial work plan

Human Resources Policies and
Procedures
Paper copies provided of:
e Managing Sickness
Absence Procedure
e Disciplinary Procedure
e Grievance Procedure
e Equal Opportunities Policy
Statement
e Code of Conduct
o Up-date Register of
Employee Interests
Corporate and Directorate
working practices explained
(including confidentiality and
any rules on personal
appearance, etc.)

Information governance
Protecting Information elearning
for all PC users completed
Paper copies provided of:

e Data Protection Act 2018
and UK GDPR 2016 Staff
Leaflet

o Data Protection Policy

e Procedure for reporting
breaches or potential

16/09/2022
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FIRST DAY / DAYS

ACTIVITY DATE COMPLETED

COMMENTS

breaches of the DPA
e Handling Requests

Guidance

¢ Policy on unpublished
information

e Staff Leaflets on FOI and
EIR

e Record Retention and
Disposal Policy

Employee signed Code of
Conduct and Data Protection
Acknowledgement form and
forwarded to HR

IT Systems

e Use of Intranet / Internet

e Use of Email

¢ Relevant systems/
databases and training
arranged where necessary
(e.g. OLAS, I-Trent,
Proactis)

Protection of Vulnerable Adults

/ Safeguarding of Children &

Young People

e Employee role and
responsibilities

o Where to get advice and
guidance

e How to report a concern

e Training needs

e Relevant Codes of Practice
/ Induction Frameworks for
Social Care Staff (if
applicable)

The following appointments have been arranged for yo

u to meet with relevant colleagues

Name Date / Time

Location
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FIRST DAY / DAYS

Manager and Employee Signoff

The manager and employee should sign once all sections are completed:

Employee Signature: Date:

Manager Signature: Date:

Please forward to the Employee Service Centre, Human Resources, Penallta House for

retention on the employee’s personal file
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INDUCTION CHECKLIST — PC USER

Employee Name: Employee
Number:

Location: Post:

Date of Commencement: Grade:

WEEK ONE

ACTIVITY DATE COMPLETED | COMMENTS

Introduction to
Council/Service
Area/Department

Mission statement of service
area

Aims of the service

Introduction to the Council’s
Constitution
e The role of members
and how the Council
operates
e How decisions are
made
e Part 1: Summary and
Explanation of
Constitution provided
to employee
e Employee referred to
relevant sections of
the Constitution
(Information available from
the Constitution page of
CCBC'’s website)

Equalities and Welsh
Language

Paper copies of relevant
policies provided where new
staff member does not have
access to electronic copies
on the Portal

Employment matters
Ensure employee has
provided all necessary
documentation needed to
complete the appointment

16/09/2022
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WEEK ONE

ACTIVITY

DATE COMPLETED

COMMENTS

process to Human
Resources

Salary payment and
procedures (e.g. completion
of timesheets, pay dates)

Local Government Pension
Scheme

Annual leave arrangements

Sickness notification
requirements

Occupational Health / Physio

Service

Care First

Health and Safety training
needs identified

Display Screen Assessment
Completed

Role specific health and
safety training completed

Check work plan is
progressing satisfactorily

Department specific
induction requirements
(complete as necessary):

Further action:

16/09/2022
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WEEK ONE

Manager and Employee Signoff
The manager and employee should sign once all sections are completed:

Employee Date:
Signature:
Manager Signature: Date:

Please forward to the Employee Service Centre, Human Resources, Penallta House for

retention on the employee’s personal file
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INDUCTION CHECKLIST — PC USER

Employee Name: Employee
Number:

Location: Post:

Date of Commencement: Grade:

MONTH ONE

ACTIVITY DATE COMPLETED | COMMENTS

121 meeting to discuss:

e Performance

Workload

Personal development

Support needs

Probation period

reviewed and any

concerns from manager
and / or employee
discussed and noted (if
applicable)

e Key policies and
procedures understood
and any queries /
concerns addressed

e Meeting noted using
PDR — 121 Meeting Form

Employee understands their
responsibilities

Employee is made aware of
the learning and
development opportunities
available and their training
needs are assessed

Initial Health and Safety
training completed

Performance Development
Review

The Scheme is explained to
the employee

Employee’s part in the
Performance Development
Review is explained




Employee aware of how to
sign up to Text Messaging
Service

Employee aware of services
that can be accessed
including libraries and leisure
centres by registering their
Staff ID Smart Card with the
Smart Card Team

Further department specific
induction requirements:

Further action:

Manager and Employee Signoff

The manager and employee should sign once all sections are completed:

Employee Date:
Signature:
Manager Signature: Date:

Please forward to the Employee Service Centre, Human Resources, Penallta House for retention on the employee’s personal file
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INDUCTION CHECKLIST — PC USER

Employee Name: Employee
Number:

Location: Post:
Date of Commencement: Grade:
MONTH THREE
ACTIVITY DATE COMPLETED | COMMENTS
121 meeting to discuss:
e Performance

Workload

Targets

Personal development
Support needs

Health and Safety
obligations and
requirements

Probation period
reviewed and any
concerns from manager
and / or employee
discussed and noted and
raised with Human
Resources (if applicable)
Meeting noted using
PDR - 121 Meeting Form

Induction process to date
reviewed and outstanding
items identified

Employee queries identified
and addressed

Employee issued with
Evaluation Questionnaire




MONTH THREE

Further department specific
induction requirements:

Further action:

Manager and Employee Signoff

The manager and employee should sign once all sections are completed:

Employee Date:
Signature:
Manager Signature: Date:

Please forward to the Employee Service Centre, Human Resources, Penallta House for retention on the employee’s personal file
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INDUCTION CHECKLIST - PC USER

Employee Name: Employee
Number:

Location: Post:

Date of Commencement: Grade:

MONTH SIX

ACTIVITY DATE COMPLETED COMMENTS

Job progress monitored and
employee provided feedback
and given the opportunity to
raise any areas of concern

End of induction process
finalised and checking all
elements and issues have or
are being dealt with

Performance Development
Review date arranged

Employee Evaluation
Questionnaire completed
and outstanding issues dealt
with

Manager and Employee Signoff

Signing off meeting arranged

to:

e Acknowledge and discuss
achievements

e 6 month probationary
period completed
satisfactorily or extended

Probationary Period (if applicable)

Satisfactory probationary Yes: [ ] No: (]
period completed

EXTENSION OF PROBATIONARY
PERIOD TO (IF ANSWERED ‘NO’
TO THE ABOVE):




MONTH SIX

REASONS FOR EXTENSION OF
PROBATIONARY PERIOD (IF
ANSWERED ‘NO’ TO THE ABOVE):

Any extension should be
discussed with Human
Resources

The manager and employee should sign once all sections are completed:

Employee Date:
Signature:
Manager Signature: Date:

Please forward to the Employee Service Centre, Human Resources, Penallta House for retention on the employee’s personal file
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EMPLOYEE INDUCTION EVALUATION FORM

This form is designed to gather your views on how effective your induction has been. We
would be grateful if you could complete this form and return it to the Employee Service
Centre, Human Resources, Penallta House.

This information will be treated in the strictest confidence and will only be used for the
purposes of improving induction within Caerphilly County Borough Council.

Name:

Post:

Employee
Number:

Directorate:

Department:

Please tick the relevant box and provide further information as requested.

1a. Did you receive a departmental induction led by your line manager/supervisor or their
representative?

YES [ NO [

1b. Was the information provided in the departmental induction adequate?

YES [ NO [

If “No”, please provide further information:

2. Did you complete an Induction Checklist with your manager?
YES [] NO [

If “"No” please provide further information:
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3. Within the induction Checklist did you receive adequate information on the following?

Your Work/job YES [] NO []
Terms & Conditions of service YES [] NO [
Health and Safety YES [ NO []
Policies and procedures YES [ NO []

Following the completion of the Induction process:

4. Do you feel that you have a basic understanding of the role of Caerphilly County
Borough Council?

YES [ NO [
5. Do you feel that your role within the organisation has been clearly explained to you?
YES [ NO [

If “No”, please provide further information:

6. What aspect of the induction process do you feel benefited you the most and why?

7. What areas could be developed or improved within the induction process?
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8. Any additional comments.

Signed: Date:

Thank you for completing the form.

PLEASE FORWARD TO THE EMPLOYEE SERVICE CENTRE, HUMAN RESOURCES, PENALLTA HOUSE FOR
RETENTION ON YOUR PERSONAL FILE
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19.E Equal Opportunities Policy

Caerphilly CCTV Scheme is an equal opportunities organisation committed to compliance
with existing legislation governing all areas of employment. Its priority and commitment is
to the appointment of staff at all levels based upon their suitability and experience without
consideration of age, disability, sex, marital status, ethnic origin, religion or sexual
persuasion. Throughout this policy anyone falling within the above identifying factors will
be referred to as members of an ‘at risk’ group, purely for purposes of brevity and clarity.

The Scheme owners have undertaken to oversee and to implement this policy and to apply
it to all aspects of the organisation’s activities. This policy will be reviewed annually in line
Annual reviews of the Scheme.

A copy of this policy will be communicated to all staff via the CCBC intranet portal and will
be provided to all prospective employees as an integral part of their interview/induction
process. A copy will also be contained within the Scheme’s Policy manual.

The application and implementation of this Equal Opportunities Policy will be included
within induction training to all new employees and will be re-enforced during all refresher
and remedial training inputs.

The Equal Opportunities Policy will form an integral part of employment and in that context
will be intrinsically linked to the Scheme Disciplinary and Grievance procedures. Any breach
of those grievance or disciplinary procedures will lead to positive and punitive action
against the transgressor up to and including dismissal. All employees leaving the
organisation will undergo an exit interview which will include not only their reasons for
leaving but statistical consideration as to their affiliations or origins with any ‘at risk’ group.
These results will be subject to ongoing analysis by the Community Safety Manager.

As a part of the commitment of the Scheme owners to the application of this Equal
Opportunities policy all key members of the management team whose status within the
organisation places them in a position to exercise a positive or negative impact upon this
policy will receive specific input from the Head of Workforce and Organisational
Development in the fair and open application of this policy to ensure that no new or
existing employee is advantaged or disadvantaged by virtue of his or her affiliation or
association with any identified ‘at risk’ group. All such members of the management team
will be held personally responsible for any decision that may adversely affect any member
of an identified ‘at risk’ group and may be called upon to justify any decision that could be
construed as adversely affecting any such employee or potential employee in decisions
effecting their employment or potential employment

It is part of the Scheme’s commitment to the application of its Equal Opportunities policy
that no-one within any identified ‘at risk’ group will be excluded from employment,
promotion and enhancement of their current employment status. Although the Scheme
owners have a policy of internal career development that development shall include anyone
within any identified ‘at risk’ group. The only overriding requirement being the ability to
maintain the Scheme’s commitment to ensuring that all its staff are physically able to cope
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with the demanding environment when considering operational deployment and the
organisation’s legal obligation to ensure the health and Safety of its employees within the
operational workplace.

All employees and prospective employees will be required to complete an Equal
Opportunities Monitoring Form before initial selection or selection for advancement. This
form will not be available to the interview or assessment panel but will be confidential to
the Human Resources Department for monitoring purposes only. All employees will be
encouraged to seek and achieve advancement within the Scheme to a level commensurate
with their skills and abilities. By this means the Scheme owners will ensure that selection of
initial appointees or career development will be conducted without bias.

Wherever possible the Scheme owners will consider the needs of its employees by adopting
a flexible approach to working hours and working practices, this consideration will be
overridden only if such consideration is in direct conflict with the quality of service delivery
provided to our customers or imposes an unrealistic burden upon the management of the
Scheme.

The Scheme owners recruit from a wide spectrum of ethnic and religious groups; the
organisation is committed to continuing with this recruitment policy and encourages all its
employees to advance within the organisation by the application of its training and
employee review protocol contained within Mission Statement. However, this commitment
will extend to ensuring that gender, age and sexual persuasion are considered in the same
positive way.

This Policy is approved by the Chief Executive of Caerphilly County Borough Council (The
Owners) and will be applied and monitored by him and any questions concerning this policy
should be directed to him personally or in his absence the Data Controller of the Scheme

SS Sy
—
'\\\\7/7/

Date of issue: 30/06/22

Signed: Scheme Manager: Jacqui Morgan
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19.F

._I_,
\Job Description and Person Specification

Fost Title: Trading Standards, Licensing and Registration Manager
Job Evaluation I0:

Grade:

Directorate: Social Services

Division: Public Protection

Section: Trading Standards, Licensing. and Registration
Location: Ty Penslits

Responsible to: Head of Public: Protection

To lead and manage Trading Standards, Licensing, Registration, and CCTY Control Room
sarvices and take sfrategic and operational responsibility for s=rvice delivery and performance
in the context of the sarvice plan.

Actively lead, guide, and direct the Trading Standards, Licensing, Regisiration, and CCTW
Confrol Room services to achieve exemplary levels of service delivary.

FProtect the public, and consumer and business interesis through proportionate and targeted
enforcement, educetion and advice and delivary of profeciive services that sefeguard public
heslth and safety and promote a fair frading envircnment.

Ensure delivery of professional and personal services that provide opportunitiss to
commemoraie life events and promote and celebrate citizenship in the commumity.

Le=d, motivate and dewelop the Trading Standards, Licensing, Registration, and CCTY Comtrol
Foom services including full lime management responsibilities, encoursging teamwork,
partnership working, excellent communication and effective employee developrment.

IManage the sdministration and enforcement of 2ll relevant legislstion in respect of, all trading
standards and licensing matters.

At a= Disclosure Cfficer for Trading Standards Prosecutions.

Ensure the supervision, examination and processing of all icensing and Registration matters is
underiaken in compliance with l=gislation, guidapge and Council Policies.
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Confribute to the Community Sefety Partnership and Crime and Disorder Act duties by
oversesing a comprehensive strategy for the deployment, mapsgement and monitoring of
Public Open Space CCTY system. Enswre that the CCTY system is operated faify and in line
with the agreed purposes in accordance with the scheme objectives, relevant codes of practics,
competency standards and legislation, in particular the Data Protection and Hurman Righis Acts.

Act 2= the Proper Cfficer for Registration.

At 2= the Chief Inspector of Weights and Measures for the Authority and undertake the
statutory duties and responsibilities that designation brings under the Weights and Measures
Act.

Enzure the proacfive implementstion of the Council's policies and procedures and the
continuous developrnent and mofivation of staff for delivery of services of the highest possible

quality.

Set performance indicators and drive performance fo meest the fargets which have been s=t, and
to contribute fo corporste abjactives and pricrities.

Enzure the effectiva priornitisation of workload across the Gooun_supervision and management
of all team members, and the deployrment of resources in instigating action where necassary to
ensure the maintenance of appropriste standards of performance at all times.

Reaprasent the Council af relevant regional and national mestings and bodies influencing
outeomes and sharing external thinking and good praciice back into the organisation.

Enswre staff ars frained and competent to carry out their tasks and that all necessary
inspections, imeestigations and responses are undedsken and approprate enforcement action
is imstigated.

Produce and present reports, policies and procedures for Mermbers, Officers ete. relating to the
sanvices and functions sllocated.

Effectively manage financial resources, including grants relating to Trading Standards,
Licensing, Regisiration, and CCTV Control Rloom services.

Through personal exsmple, open commitment and clear action, lead the Trading Standards,
Licensing, Registration, and SCTV Control Room teams and, working with relevant Members
and Mansgers scross sll Coumcil service areas, and pariners, develop a culture of collsborative
waorking across functions, depariments and inter-crganisational boundanas to ensure that
objectives are met.

Comrmurnicate and work effectivaly with others such as specialist contractors, the Police and

other enforcement agencies, legal representatives, the General Register Cffice, and
professional groups and fors.
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Paost Tifles, Humbers and Level of Accounfzbility

Cversll mamagement responsibility for the Trading Standards, Licensing, Registration, and
CCTV Conirol Room teams consisting of apprazimatehy 70 staff in total.

Line Management responsibility for:

Senior Trading Standards Cfficer (Commercial Sarnvices)
Senior Trading Standards Officer [Community Protection)
Superintzndent Registrar

Licensing Manager

Assistant Cormmunity Safety Cfficer (OC5TW)

Finamcial; Plant; Buildings or Equiprment

Cversll responsibility for the resouwrces incleding manasgemeant of the budget of Trading
Stendards, Licensing, Registration, and CCTY Control Room senvices.

Cata Systams

Creerall responsibility for the information and data systams within Trading Standards, Licensing,
Registration, and CCTV Control Roorm senvices.

Office based with meetings and visits undertaken mside and cutside the county borough.

Cecasional requirement fo work outside of normal office hours incleding evenings and week-
encs,

Politically Restricted:

Disclosure and Barring Service
Check:

Barred List Check:

Baseline Pre Fmplooemnent
Medical Assessment:

Registration:

GEEGE
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Lnderstands and demonsirates the principles of confidentiality.

Wilork within the policies and procedures of the Council including recognising the duty to protect
wvulnerable adults, children and young people.

Understands and demonstrates commitment to the Council’s policies.
Cernonstrate commitrment to ongoing personal developmeant.

The duties and responsibilities are difficult to define in detail and may vary from timea to
time without changing the general character of the duties or lewel of responsibilities
entailed. The post-holder is therefore expected to undertake such other duties as may be
requested provided the general character of the duties or level of responsibility does not

change.
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PERSON SPECIFICATION

ESSENTIAL DESIRABLE
Cegree level qualification. Managemsani Quslification

Relevant Statutorny qualification for
Trading Standards g.g
QUALIFICATION S Postgraduste Diplorna in Trading
Standards or equivalent including
cartification wnder 573 of the
Wigights & Measures Act 1885

In-depth knowledge of Trading
Standards, Licensing,
Registration, and CCTY Control
FRoom services.

kEnowledge of relevant legislation,
Codes of Practics, formal
guidancs, legal processes.
Awraraness of responsikilities as
Chief Officer of Weights &
Measures, Proper Officer for

Registration and Disclosura
Officer for Trading Standards.

Understanding of performance
mianagemani and targetchjective
s=tling.

Enowledge of Data Protection and
Hurnam Righis legiskstion.

Finamcial managerment including
appropriate frameworks | controls
on procurement and coniracts.
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16/09/2022

ESSENTIAL

COutstanding communication
shilities — oral and written.

Excellent leadership shills.

Strong analytical and data
handling skills.

Capable use of IT soffware to
support manasgemant function.

Ability to interpret new policy and
sirategiss.

Abdlity to interpret legislation and
objsctively assess investigation
reporis and recommend
sppropriate course of acton.

DESIRABLE
Wielsh language skills.

Cionsiderahle experience st a
s=nior mansgemeant lewvel.

Partmership working.
Project Mansgement.

Pres=niations of papers st
Seminars, Conferences atc.

Experience of substantial budget
miansgemeant.
Ezperience in enforcement of

Thres years experience at a
s=nior mansgemeant lewvel.
Ezperience of waorking within a
lacal govermment sething

Relizble, gnthysiastic and able to
work to tight timescales.

Evidence of team leadership and
persuading others to follow.

En=rgy. drive and commitment to
delrvering change.

Enthusiastic mnetworker and skilful
negotiator.

Abdlity to trawvel within and outside
the County Borough.

Caormrmitrnent to attend meetings,
saminars oufside nommal working
hiwrs.
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| CORE COMPETENCIES

Dizplays expert knowledge in fisld of expertize as well as strong
managemsent skills needed for the job. Has a very cear understanding

Job Knowledge of the Council as & whole and where the role fits into the organisation.
Explores beyond the immediate fisld to expand job knowledge and
keeps up to date on new developmeanis,

Cormrmunicates and ensures understanding of corporate and sarvice
N ares goals. Presents ideas in an organisational context, helping promiote
mﬂi;::ﬁng and understanding of arganisational sims and vision. Can deliver difficult

messages sppropriately. Bullds parinerships inside and outside to the
benefit of the council and service users.

Customer Service

Monitors customer service performance across area of responsibility.
Promotes customer service to colleagues across Council. Advises and
guides on customer service issues. Evaluates customer service
perforrmancs in area of responsibiity. Inbroduces quality improvements
to cusiomer sarvice requirements. Develops the customer service
sirateqy for ares of responsibility.

Innowation and
Change

Stays up to date with new theories and frends. Encourages innovetion
and measured risk taking. Implemeants best practice across area of
responsibiity. Consistently generates and employs original ideas for self
and others. Challenges tradifional approaches and leads change.

Problem Solving

Adopts & struciured approach and utilises expersnce, gxperfise and
advancad project management skills to develop highly inmoyvative and
craative solutions to major service issues. Effectively delegates work
and mansges the contribution of others to problem resolution. Risk
assesses alternative solutions and tests implications for the service.
Maonitors and evaluates cutcomes for effectvensss. |s sought ouf by
gthers for input and support.

Decision Making and

Steps back and takes a wider view on the impact of decisions on others
throwgh the organisation. Ensuras decisions are linked to continually
improving performance. Enswres that contingency messures are in

Judgement place for any appreciable nsks. Handles complex problems with
balznced confidence. Decisions made on complex issuss sffecting
SEMVICE.

Planning and Develops longer-term sirategies and bresks down plans fo deliver that

0 ng strategy. Pulls together a range of activities to bring the plan to fruition.

Ensures activites are completed on time and in budgest.

Personal Drive and
Effectiveness

Takes personal responsibility for the performance of the service area.
Achieves organisational and personal goals. Models excellence. Able fo
refocus and redirect when it is clear 2 goal cannot b achisved.
Cermonstrates unflagging ensergy. Focused on excellance and has &

vision of how fo reach it.

Teammwsork

Makes a critical confribution to the tearm. Works across different
functions and maintains network. Demonstrates that the contribufion of
others is genuinely walued. Role models team working behaviowrs such
as consultation, constructive feedback and supportive challenge.

Recognises and celebraies sucoess.
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| MANAGEMENT COMPETENCIES

Peapla

Manages a large and divarse service cowering & range of msjor
functions. Constanily seeks apporiunities for t2am developrment withim
and outside of normal perceived boundaries. Uses people mansgement
skills fo support other collesgues. Actively shares own skills, knowlsdos
and experience to the bensfit of the team and those outside of the team.
Has the skills fo access to range of approaches to manage the team and
team pedormancs

Political
Understanding

Understands paolitical environment lecally, pegiqgnally and nationally.
Uzas pudgement effectively, knows what to say, how much to say and to
whom Aware of public / political mood and works with it Can
constructively challenge councillor’s decisions in an appropriate and
sansifive manner.

Leadership

Develops, copyrmnicstes and delivers to a shared vision with purpose
and direcfion. Takes ownership of the vision. Empowers people to
achieve. Has a strategic eye and sees where the role of the staff fits in
the whole arganizatinn. Knows where wants to go and how to achiewve
that. Takes long-term perspective. Communicates the message. Acts
as a role model for senior managers. Engenders respect and admiration
of all acting with utmost regard and concem for the law, environment
and fair treafrment of people based on honesty integrity and
trustwaorthiness. Modsls behaviours valued by the organisation. Has
personal credibility.

Resources amd
FPerformance

Ensures that resources are provided equitably across the organisation.
Balances complex rescurcing demands to the benefit of the
organisation. Recopgnises the need to invest to save where appropriate.
Sets the standards for efficiencies and improvement. |s ultimately
responsible for outcomes and results within Directorate. Cwersess very
large projects fo complefion on time and in budget.

HEAD OF SERVICE: DATE:
MANAGER: DATE:
HR: DATE:
QOFFICER: DATE:
OFFICER: DATE:
QOFFICER: DATE:
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Job Description and Person Specification JSARREHILLY
i

Fost Title: Caontrod Room Manager (CCTW)

Job Evaluation ID: Q015EM

Grade: g

Directorate: Social Services

Division: Pulblic Protection

Section: Trading Standards, Licensing and Fegisirars
Location: Tir-y-berth Office

Responsible to: Trading Standards, Licensing and Fegisirars Manager

Lead, drive and manage the opsrations of the CCTW Control Room with tha aim of reducing
crime and disorder and providing reassurance to communities. Provide an emergency Out of
Hours contact point for key local authonty services. Manage the monitoring of kocal authonty
owned alarm actvated sites.

Provide an efficient and effective publicz open space surveillance system across town and village
canfres.

Ensure an efficient out of hours contact point on behalf of the authorty to residents wishing fo
confact key local authority services out of howrs.

Enszure that “dialup”™ alarm activetad sites are monitorad effectivaly.

Deavelop, pronifor and review service plans for the CCTY Control Room im conjunction with the
Group Manager.

Dewvelop the workdforce to promote & working environment that provides an efficient, responsive.
custorner-focussaed culiure and maintsins relevant professional standards and accreditation.

honitor budgets for the CCTW Control Room and jn particular ensyres that the STV
infrastruciure is maintained and developed according fo crime and disorder reduction needs.

Ensure effactive staff covar ower a 247 shift system including rostering, fraining. appraisal,
miotieation, development, counselling, heshh and safety, performangs and discapline.

Wiork effectivaly with specialist external contractors mindful of the need fo achieve a cost
gffertive surveillance service while keeping abreast of technological advances.
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Work effectvely with other Directorates in achieving the integrity, customer-focus, safety and
s=curity of monitored systems.

Responsibla for compliance with relevant legislation and government codes of praciice
pertzining to surveillance, data profeciion and human rights.

Responsibla for the day-fo-day management of the public opsen space CCTV systemn, alarm
activated sites and out of hours contacts to the authority.

Fesponsibla for and ensura the SCTV infrastruciure is working efficiently and anticipate
upcoming maintenance and repair isswes to avoid a break in serdice.

Responsible for data mamnagement and recording including systems, procedures, prgoesses and
docurments that ensure a quality management systam for operators.

hanage full time, part time, refief and casual staff to ensuwre adequate staff resource across =
247 opersbon.

Fesponsible for accreditation of Operators and the CCTY system to national standards.

Ensure the completion of Privacy Impact Assessmenis for Public Town Centre SCTY systams
in accordance with SCC guidancs.

Ensure evidentisl integrity of images gathered to prevent crime and disorder to the satisfaction
of partner agencies and the couwrts.

Work with other sections of the authority fo ensure customer confacts out of hours provide &
streamlined servics to gl residepis and provide the information needed intermally to act on
referrals.

Feprasent the CCTY Control Room intemsally and externally.

Fesponsibility as Control Boom Monitoring Cfficer for data in the form of images and other
personal imformation received in dealing with cut of hours personsal callers.

Gwent Police
Provision of evidential quality CCTY images in a timely rmanner with digital integrity intact to
ensure succassful identfication and apprehension of offenders and succassiul court cutcomes,

Cther Prosecuting Agencies
Enzure other prosscuting agencies are assisted in accessing images to allow the progression of
investigations leading to court acton.

Local Elected Members
Understand and respond to concerns about crime and disorder in local communities raised by
democratically ekected representatives.
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Other Sections of the Authority
hMaintzin security cower for Educational Establishments, Council Offices, Shettered Housing
Complexes, Dengts and Chic Amenity Sites as requested by sections of the Authority.

Ensure that professionsal and senvice specific standards are maintained in dealing with members
of the public out of haurs on behalf of other local suthaority service areas.

Specialist Contractors and Providers

Build and maintsin key working relationships with consultants, maintenance confraciors,
carmmunications prgyiders and equiprment suppliers to ensure 5 modem well-funciioning control
room &t the best value available to the authority.

Alarm Monitored 5ites e schools OAP complexes ete.

Build and msintsin key contraciusal relstionships with alarm monitored sites to ensure effective
secunty provision and camera provision. Mobfy sites of issues with coverage and security in s
timely manner to allow rectification of faulis.

Members of the Public and their Representatives

Respond to concerns and reguests for personal data ensuring privacy of persons who may be
subject to surveillance and assisting in release of dats in accordance with legislation and
guidance where appropriate ey solicitors, insurance companies, to dafa subjects and via court
ardar.

Paost Tifles, Numbers and Level of Accountability

Line mianagemeani responsibility, including recruitrment and salection, induciion, directing waork,
chiecking work, performance review, fraining, sickness, gifgndanes and discipline.

& Conirol Room Cperators Full Time
5 Confrol Room Operators Part Time
2 Conirol Room Operatars Relisf

Shared line management responsibility, Administrative Assistant

Financial: Piant: Buildings or Eguipment

Responsible in conjunction with Growp Manager for SCTV infrastruciure 150+ public open
space cameras including mourtings and street lighting connection, cabling, image transfer,
P=BA network and software. Control Foom equipment, console display, maonitor wall, police
review suite.

CCTV mobile vehicle. Demountable cameras and their deployment according to need.

Datz Systems

IT packages in use in the Control Room Le. Synetics, ADPRO, Solidus, Wireless Camera
Software, Housing Out of Hours system, and Cigital Evidence Locker.
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Office based with minimal off-site cutdoors checking of camera locations.

Paolitically Restricted:
Disclosure and Barring Service Check:
Barred List Check:

Baseline Pre Employment Medical Assessment:

& &5 & &

Security Industry Authority (514) Front
Line Public Space Surveillance (CCTW)
Op=rators Licence including Standard
Disdosure and Baming Sanvice Check.

Registration:

Understands and demonstirates the principles of confidentiality.

Wiork within the policies and procedures of the Cowncil including recognising the duty to protect
wulnerable adults, chikiren and young paople.

Understands and demonsirates commitment to the Council's policies.

Cemonstrate commitment to ongoing personal development.

The duties and responsibilities are difficult to define in detail and may vary from time to
time without changing the general character of the duties or level of responsibilities
entailed. The post-holder is therefore expected to undertake such other duties as may be
requested provided the general character of the duties or level of responsibility does not
change.
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PERSON SPECIFICATION

GUALIFICATIONS

16/09/2022

ESSENTIAL

MW Level 4 in Blanagement or
equivalent level of qualification on
the Credit and Cualfications
Framewark.

Wiithin 15 weeks of appointment
obisin and retsin the Security
Industry Authority (S1A) Front Line
Public Space Surveillance (CCTW)
Operators Licence which includes
a Standard Disclosure and Barming
Servics.

DESIRABLE
MW Lavel § in Management

Degree in law or criminology

Enowledge of current crime and
disorder issues

knowledge of police evidence
process a= far as they relste to
digital evidence

Understanding of procurerment
processas and relationships with
contraciors

Understanding of humsan rights
and dafa protection issues

Cegree in law or criminology
Familiarity with Community Safety
Organisations

Enowledge of current
technological advances in CCTY

surveillance and alarm monitoring

Abdlity to anticipate Control Room
reguirements to future-proof
infrastruciure and continued
development of the system

Leadership and staff management
skills

Capable use of IT software
packages in use inm the Controd
Room and to support
managemsant function

Good written and oral
commumicstion

Welsh language skills
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ESSENTIAL

5 years’ expersnce of working in
& Confrol Room emvirenment

Exzperience of managing & shift
system with particular emphasis
on rota management

DESIRABLE

3 years staff management
ExXperience
Exzperience of working in local
government or policing arens

Exzperience of handling staffing
issues including union
imvolvernent

Reliable, gnthysiastic and able to
work to deadlines

Cornrnitrnent to providing & highly
professional responsive service
Abdlity to manage team of staff
working a range of confracted

howrs to ensure adequats
resgurce
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| CORE COMPETENCIES

Job Knowledge

Lewvel 4; Has specialist knowledge in area of responsibility. |s effective in
working with, understanding and evaluating technical information related
to the job. Demonstrates confidence and compstence to effectivaly
share knowledge within and outside of the feam to enhance
performancs,

Communicating and
Persuading

Lewvel 4; Understands the barriers fo effective cormmunication and
owercomes them. Anficipates guestions or issues that may be raised
and considers appropriate responses. Cwvercomes objections by
persuasion and negotiation. Uses a vanety of influencing styles. Build
affective networks across the organisation and/or with exdernal pariners.

Customer Sernvice

Lewvel 4; Able to negotiste bebween customers and other colleagues o
find a way of meeling customer expactations. Supports cthers to
imnprove customer service delivery and customer relstionships. Works as
& membser of the team to delfver seamlass customer service. Dasals with
complex customer issues to & successful resolution.

Innowation and
Change

Lewel 3: Identifies and implemants new ways of doing things in role to
impact positively. s invobeed with improvemeanis of processes and
procedures within the scope of the role. Supporis departrnent with
personal commitment in implementing change.

Problem Solving

Lewel 2: Builds & logical approach fo address cperstional problems or
difficult sifustions. Uses acquired knowledge and skills within the work:
ares. Breaks the problem down into manageable parts and calls upon
wider experfise where necessary. Ensures solution is fit for purpose.
Makes suggesting for solutions to manager where sppropriste.

Decision Making and

Lewel 3: Takes & balanced open minded and objective approsch to
decision making. Consulis with those concerned. Accepis accountshility
for decisions. ldentifies pros and cons and rmakes decision based on

Judgement available dafa. Makes decisions even in times of changes, challenges
and armbiguity.
Lewel 3: Produces written plans for s2if and for others. Provides advice
Planining and to others on prioritising workloads, [dentifies and uses milestones and
Orpanising deadlimes to ensure work stsys on course. Revises plans when pricrities

change

Fersonal Drive and
Effectiveness

Lewel 3: Effectively manages own confinuing professional development.
Transfers leaming from one situation to ancthear. Stays positive when
faoad with difficulfies. Activaly works to overcome obstacles. Supports
others im developing resilience. Pays attention to detsil without losing
sight of the bigger picture. Encourages and confributes to the
achizvernent of results of salf and others.

Teamwork

Lewvel 4; Develops ofhars to maximise peformance. Rasolves conflict
within the team should it arise and challenges inappropriste behaviowr in
the team. Regularty mests to inform, communicate and develop the
team. Expresses clear and achisvable expeciations of others.
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| MANAGEMENT COMPETENCIES

Lewvel 2: Manages, develops and appraises others. Supports and
encourages positive team working behaviours, Sets and communicates
expetsied performancs standards. Addresses performancs issues early.

People FPromictes a culfure of tolerance and respect betwesn individuals.
ldzniifies opportunities for leaming and developrment. Celebrates
success and achisvements. Mormally the team being managed are
waorking in the same general area of responsibility.

Political

Understanding NA

Leadership MA

Resources and
Ferformance

Lewvel 1; Ensures realistic resources are in placs to schieve performance
targets set and effectively allocates those resources. Acfively manages
budget and expenditure. Enswres financisl, legal and procurement
guidelines and processes are followed. Viorks within the sustsinahility
agenda, Reduces waste. Achieves targets set for the senvice area.
Delivers on projects sef

HEAD OF SERVICE: | Robert Hartshom DATE: 0812017
MAMNAGER: Jacgui Morgan DATE: 08112007
HR: Janime Hamrington DATE: 08112007
OFFICER: DATE:
OFFICER: DATE:
OFFICER: DATE:
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Job Description and Person Specification (;';‘s‘ Ly
E" EFFEF

Post Tithe: Community Safety Control Room Supendisor
Job Evaluation I0: 25TEEM

Grade: T

Diractorate: Comrnunities

Division: Fublic Protecton

Section: Trading Standands and Licensing

Location: Tir-y-berth Depot, Hengoed

Responsible to: Contrel Room Manager

Operate the Councl's Dut of Hours Emergency Calls | CCTV Public Open Space suneeillance
systems and Councll Cwned Buildings Alarm Activated surveillance systems in a conscientious

and efficient manner, in accordance with the specified operafing procedwres and the code of
practice

Assist the Control Room Manager io provide effective and efficient operational leadership and
management of all aspects of the above duties.

¥Work in a 24 hour Confrod Room operating Closed Circuit Telewision Systems in both Public
Space (Town Centfres) and Councd Owmed Premises. The primary objective of the schems is
bo prowide a safe enwvirenment for the benefit of those who ve, work, trade, visit, serve and
enjoy the facilities within the areas covered by Casmphilly County Borough Councd.

Preseme life and minimise the rsk /danger to the wulnerable through effective CCTV monitoring.
Ascist in the detection of crime

Facilitate the identfication, apprehension and prosecution of offenders in relation to crime and
public arder.

Assist in the restoration of ranguillity and reduction in anti-social behawour.

Assist in the reduction of the fear of crime and anti-socal behaviour thereby promoting the
reassurance of the commamities affected and promoting community regeneration throughout the

region.

Coontribute to the achievement of service objectives and perfiormance tangets.
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Deputise for the Control Room Manager as and when required.

Assist with the secunty of the Controd Room, restricting access to authorised personned only.
Responsible for ensuring restrictions on access and use of the CCTV system and initiate repars
and maintenance of CCTV eguipment where appropriate.

Monitor the safeguarding of all records, digital and photographic matenal, restricting access to
them o authorised personnel only.

Carmy out audits of Control Room operations to ensure compliance with CCTV Policies and
Procedures.

Ensure compliance with Control Room Risk Assessments and Safie Systemns of Work.

Key partners and working relationships within this post include the general public, Gwent Police,
All other Council Departments and Local Councillors, utllity companies etc and any company
that is authorised to camy out works on behalf of Caemphilly County Borough Cowncil.

Post Titles, Numbers and Level of Accountabiling

Supenvise a team of up to 15 Community Safety Control Room Operators who work a vanety of
shift pattemns to cover the Control Room 247, 365 days a year.

Supenvision incdudes day to day operations queries, staffing levels, update working rosters;
assist with sickness absence records, retumn to work interviews.

Assist the Control Room Manager with the training and development of Operators ncluding
induction and on-the-job training to mamtain compliance with the CCTV Procedural Manual and
the relevant codes of practice. Ensure staff are fully up to date with cument legislation and
guidance and tramed wherever necessary.

Financial- Plant: Buildings or Eguipment

Mane.

Dafa Systems

Maonitoring of CCTV systems through computerised management systems and kegging of
information in vanous [T based packages.

Responsible for ensuring restrictions on access and use of the CCTV system and to indtiate
repars and maintenance of CCTV equipment where appropriate.

Dealing with the Out of Hours issues raised by public, police, CCBC departments and other
organisations in accordance with Council procedures and reporting throwgh warious IT solutions.
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Based in the Out of Hours / CCTV Control Room for Casrphilly County Borough Councld. This
is a restricted access Control Room, with all relevant required facilities on site.

Politically Restricted: Mo
Disclosuwre and Barmring Service Check: Mo
Barred List Check: Mo

Baseline Pre Employment Medical Assessment:  MNo

Possess and retain the Security
ndustry Authority (S1A) Front Line
Public Space Surveillance (CCTV)
Operators Licence which ncludes a
Standard Discloswre and Barring
Service check

Registration:

Understands and demonstrates the principles of confident ality.

Work within the policies and procedures of the Councl including recognising the duty to protect
vulnerable adults, children and young people.

Understands and demonstrates commitment to the Council's policies
Cemonstrate commitment to ongoing personal development

The duties and responsibilities are difficult to define in detail and may vary from time to
time without changing the general character of the duties or level of responsibilities
entailed. The post-holder is therefore expected to undertake such other duties as may be
requested provided the general character of the duties or level of responsibility does not
change.
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ESSENTIAL

5 GCSEs Grade A"-C including
Maths and English or eguivalent
Level 2 qualification on the Credit
and Cualifications Framework for
Wales,

And

Level 2 Award for Working as a
CCTV QOperator (Public Space

Sureeillance) within the Private
Security Industry.

DESIRABLE

Securty Industry Authority [S14)
Front Line Public Space
Survellance (CCTV) Operators

Licamos.

ILM Lewel 3 management
qualification or equivalent.

Must be sympathetic to the
differing problems in vanous
communities and a commitment to

Knowlzdge of the area and its
problems and an wnderstanding of

the roles and responsibilities of

bring about change. Council Directorates.

Must possess an awareness of An understanding of the links
the importance of the post and between social deprivation and
how it relates to achieving an ant-social behawiour,
improvement in the quality of ife

of residents.

Awareness of Human Rights Act

and Data Protection Legislation,

Sureeillance Camera

Commissioner Code of Practice.

Able to communicate effectively Crganised with a commitment to
with a wide range of audiences SUCCESS,

both werbally and in writing and

provide 3 caring and effective
EETVICE.

Ability to advise and train other
Officers in a clear and effective
MEMner.

Ability to supervise and suppaort
team members working a wvaried
shift pattem.

Demonstrate the ability to be able
ta listen and understand the

needs of residents and support
them in a sensitive and effective

Must be able to work effectvely in
stressful or sensitive situations,

Welsh language skills.

Version 06/22

76




16/09/2022

ESSENTIAL

handling conflict with tact and
diplomacy to ensure personal
safety.

Ability to work alone and on own
initiative or as part of a team.

Ability to pricritise a busy
workload and see tasks through to
completion.

Proficient in the use of IT and
CCTV packages, logging data,
generating reports and camying
out audits of system usage.
Must maintain vigilance for
extended periods of tme.

Must have a positive enthusastic

approach and flexible atttude to
change.

Must have a friendly and
approachable nature.

Must be fiexible in approach and
willing to take on other duties
when reguestied.

DESIRABLE

Prewious experience monitoring /
working with CCTV systems.

At least two years expensncs in a
job which required working with
the public and defivering a
senice.

Call handling experience.

Team leader'supervisory
ENPENENCE.

Must be able to work within a shift

Must be flexible to work additional
hours to cower sickness and

Must be willing to undertake a
traming and licensing programme.

Must be willing to undergo a
Fmnancial History check.
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Must have good colour vision and
effective hearing.

Must be aged 18 or over to apply
for an SlA Licence. Thisisa
protected characheristic under the
occupational requirement of the
post in accordance with the
Equality Act 2010.
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CORE COMPETENCIES

Job Knowledge

Lewel 2- Understands where role fits in the team and can demonsirate
a range of skills in the post Understands the processes and practices
that mpact on the post. |s proactive in seeking dewslopment
opportunites to expand knowledge skills and experience.

Communicating and
Persuading

Lewvel 3: Chooses the most effective communication method for the
situation and indvidual. Ensures others are well informed. Raises
difficult issues with colleagues to improve relationships. Successiul in
winning others over to an idea or approach. Confident in dealing with
complex guenes and complex complaints. Provides advice and

guidance to customers.

Customer Service

Lewvel 3: Can explain the principles of customer service and the way
they can be applied to specific situations. Looks for cpporunities o
add value to the customer experience within the scope of the role. Can
find altematives for customers and promote other services. Can
access information or other people who can assist if needed. Able to
deal with referred complants effectively

Innowation and
Change

Lewvel 2- Actively supports changes that are introduced and generates
own ideas about how the job and department may be improved.
Makes suggestions regarding process and performance of the team.

Problem Solving

Lewvel 2- Bulds a logical approach to address operational problems or
difficult situations. Uses acquired knowledge and skills within the work

area. Breaks the problem down into manageable parts and calls upon
wider expertise where necessary. Ensures solution is fit for purpose.
Makes suggestions for solutions to manager where appropriate.

Decision Making and
Judgement

Lewvel 3: Takes a balanced open minded and objective approach to
decision making. Consults with those concerned. Accepts

accountability for decisions. ldentifies pros and cons and makes
decisicn based on available data. Makes decisions even in Bmes of
changes, challenges and ambiguiby.

Planning and

Crganising

Lewvel 3: Produces written plans for seif and /or others. Provides advice
to others on priontising workkoads. ldentifies and uses milestones and
deadlines to ensure work stays on course. Revises plans when
priorites change

Personal Drive and

Lewvel 2- Looks at opporbunities to continuously improse performance,
knowledge and skills. Defivers to plans and targets. Willingly accepts
challenging goals. Works effectively without direct supenasion.

Effectiveness Displays resilience and tenacity to demands faced. Seeks feedback
from others on own perfformance
Lewel 3: Constructively challenges colleagues. Shows commitrment to
§ [ ——— shared goals and prioritises team goals ower own if necessary. Sets

an example to others in termis of team working. Readily offers help to
colleagues, shanng owmn skills and expertise.

16/09/2022

Version 06/22 79




| MANAGEMENT COMPETENCIES

Lewel 1: Supervises the team effiectively maintaining a focus and

motivation. Role models positive behaviour. Defends colleagues
against inappropnate and unwamanted crticism. Takes action to

People prevent and address behaviour that is divisive or inappropriate. Does
not use coercive or negative technigues to supervise. Typically the
team work within the same area of work. Manages chanpe effectively.

Political

Understanding WA

Leadership MNA

Resources and A

Performance

HEAD OF SERVICE: | Robert Hartshom DATE: 18/03/2021

MANAGER: Carl Neslng DATE: 19/03/2021

HR: Jamine Harrington DATE: 19/0372021

OFFICER: DATE:

OFFICER: DATE:

OFFICER: DATE:
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Job Description and Person Specification CAEREHILLY
Ljﬁﬁi‘ur

Post Title: Administrafive Cfficer

Job Evaluation 10: 24238EM

Grade: 4

Directorate: Comrmumnities

Division: Public Protection

Section: Trading Standards and Licensing
Location: Tir-y-Barth Depot

Responsible to: Confrol Room Manager

Provide efficient and efectve administrative support to service areas within the Public
Protection Division in parficular CCTY Control Room and cut of hours service.

General administrative duties including fyping, data processing, dealing with telephone
enquiries, scanning and indexdng documents.

Faising and receipting orders for goods and sanvices.

Fauli reporting of CCTV and camera equipment and monitoring rectifications.
Looging service statistics on relevant databases and providing reports for mangers.
Processing information, data in lime with SET Policies and Procedures.

Operating & number of bespoke software packages and CCTV moniforing software.

Provide efficient and efective derical, typing, dats inputting and word processing support to the
Pulblic Protection Division.

Be familiar with the Directorate’s clerical procedures and contribute to the reguirements of the
zEndice.

Ensure members of the public receive such specislised advice and assistance as may be
reguired by proper refemrsal to the appropriaie Cfficers within the Directorate or Authority.
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Log all CETY camerafequipment faulis and repairs, report to contractors and maintsin records
for contract monitoring and provision of performance statistics.

Assist SupervisorManager to collate statistics on camera patrols, incidents reported, footage
reguests, evidencs for intermal and external audits and acoreditation processes.

Creste spreadshests, graphs, pictoral representstions of statistics for nclusion in annwal
reporis and reviews .

Establish and maintain personnel files for CCTY Operators including evidence to support
accreditation and external audit process in accordance with BS 7358 Scresning of indniduals.

Fequired to operate & number of bespoke software packages and CCTY moniforing software.
Lndergo Screening Traiming in line with BS 7358,
hMonthly checks on walidity of Operator 514 lcences.

hManagereference all DWD's issued to controd room for use by Operstors in downloading
footage of incidents. Maintain desiruction records.

Cocument destruction im line with Decument Retention Policy and British Standard BSTE58.

Prowvide back wup cover on moniforing of dial up alarms in reduced staffing sibestions. Download
dial up foofage from po as reguired.

haintzin statisical records for the deployment of Wardens in support of servce reguiremantis
and Community Safety Warden acereditstion.

Set up and maintein appropriate manual and electronic filing systems for CCTY, Qui of Hours
Service and Fimancial records eto.

Faise internal invoices and resolva queries.

Receipt, check and process invoices from extemal contractors and suppliers ensuring =l
relevani records and databeses are updsated and record budget spend o assist Control Room
hManager with budget managemsent.

Assist the Control Roorn Supenvisor’ Manager with monthly camera sudits in line with SCTV
polices and procedures.,

Production of fraining guides and instruction manuwals for Oparators.

Caonform fo the Directorate’s aims and objectives incleding health and safety ar guality
assurance procedures that are in operation.

Processing of incoming and cutgoing mail.

Ciaaling with tzlephone enguiries.
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Workimg with other sdminsirative collesgues and in suppart of cperational teams.
CCTV maintenance contraciors.

Imdividual schools, imbemal service areas such as Highways, Housing, Wardens, Faciliies and
Comrnunity Armenity sites ate.

Paost Tifles, HNumbers and [Level of Accountability

Mo direct line management responsibility other than assisting in work familiarisation of
colleaguwes and new recruits.

Fnancial; Plant: Buildings or Eguipment

Sile responsibility for 2 po and peripherals.

Data Systens

Access to & variely of software packages and databases Including public open spacse CCTV
systems, alarm moniforing and other CCBC packages in Housing, Highways ete.

Oiffica based post mainky in the Out of Hours Control Roomn which has restricted access. Ability
to complete some administrative functions remotely.

Politically Restricted:

Disclosure and Barring Service Check:
Barred List Check:

Baseline Pre Employment Medical Assessment:

5 & & &

Possess and refain the Security
Imdustry Authority (SLA) Front
Lin= Public Space Surveillance
[CCTV) Operstors Licence which
inchedes a Standard Disclosura
and Barring Service check

Registration:
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nderstands and demonsirates the principles of confidentiality.

Work within the policies and procedures of the Council including recognising the duty to protect
vulnerable adults, children and young people.

Understands and demonsirates commitment to the Council's policies.

Cermonstrate commmitment to ongoing personal developmeni.

The duties and responsibilities are difficult to define in detail and may vary from time to
time without changing the general character of the duties or level of responsibilities
entailed. The post-holder is therefore expected to undertake such other duties as may be
requested provided the general character of the duties or level of responsibility does not

change.
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PERSON SPECIFICATION

GQUALIFICATIONS

ESSENTIAL

£ GCEEs Grade &°-C or
equivalent gualifications on the
Credit and Qualifications
Framework for Wales.

Or

Relevant Level 2 gualification on
the Credit and Cualfications
Framework for Wales. For
example Administration.

Required to obtain Level 2 Award
for Public Space Surveillance

following appointrment.

DESIRAELE

Relevant Lewel 2 gqualification on
the Credit and Cualifications
Framework for Wales. Faor
axample Administration, Fimanc=,

RS5A Stage Il Typing Word
Processing or equivalent.

ECDL

Farnilizrity with 2 rangs of IT

packages including Kicrosoft
Office.

Sound knowledge of clerical and
administrative procedures.

Workimg knowledge of financial
systems and processes.

Problem sohing.
Decision making.

Good IT skills, including VWindows
applications, Microsoft Cifice,
particularly Word and Excel and
bespoke CCTYW systems.

Ezcellent werbal and writien
communication skills.

Ability to work accurstaly under
pressure and to strict desdlines.

Ability to relate to people at all
lewels and cormmmand respect.

Accurate typing, keyboarding /
data entry skills.

Welsh language skills.

Abidlity to use dats base systems
including APF/Flare.

Ex=perience of working within an
administrative support team.

Enthusiastic and well motiveted.
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| CORE COMPETENCIES

Job Knowledge

Lewvel 1; Undersiands the role to perform dufies effectively and
efficiantly. Appraciates the need fo support and respect equalities
primciples. Able to confidently answer guestions on area of
responsibility. Understands the impact of own work on others.

Communicating and
Persuading

Lewvel 2; Communicates with colleagues and customers in an
appropriate way consistent with their lewvel of understanding.
Confirms understanding with cthers and shows sppraciation of the
views and opindons of colleagues and customers. Can find commaon
ground on which fo mowve forwand.

Customer Service

Lewvel 2: Ensures that customers fesl thet the service they hawve
received is personal. Works effectively to resclve problems before
they happen. Able fo manage customers' expectations effectivaly.
Has an effective rapport with custorners building trust and
confidence.

Inmowvation and
Change

Levell: Open and receptive to new ideas. Looks at how can improve
own job process to improve performance and makes sugoestions for
irmprovement. Adapts well to change.

Problem Solving

Lewvel 1: Uses common sense to deal with routing issues. Can guickly
identify a problem, establish the correct course of action from a
lirnited range of well-established oplions and implemsnt the right
solufion. Escalates problems fo lime manager or appropriste officer if
the issue is non-routine.

Decision Making and

Lewvel 2: Contributes fo decision making. Makes decisions within the
scope of the role. Takes action when opporiunities preseni

Judgement themselves and acis decisively as appropriste. 1s able fo justify and
explain decisions and salve problaems.
Lewel 2: Anticipates and plans how to deal with changes in
Planning and workloads. Estimates accurately the time nesded to complete work.
Cirganising Reprigrifises work where necessary to accommodate urgent tasks

whilst sfill achieving goals.

Personal Drive and
Effectiveness

Level 2: Looks at opportunities to continuously improve performance,
knowiledge and skills. Delivers fo plans and targets. Willingly accepis
challznging goals. Works effectively without direct supervision.
Cisplays resilience and tenacity fo demends faced. Secsks feedback

frormn others on ocem performance.

Level 2; Undersiands the impact of own role on others. Keeps
colleagues updated and informed on what is being done. Is

Teammwork approachable and sensifive towards others. Builds productive
relstionships with collesgues and sees the collective benefits of
pulling fogether.
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| MANAGEMENT COMPETENCIES

Performamnce

Peaple LA,
Political MA
Understanding b

Leadership LA,
Resources and MA

HEAD OF SERVICE: Robert Hartshom DATE: 070452021
MANAGER: Carl Mesling DATE: 070472021
HR: Janine Harmrington DATE: Q702021
OFFICER: DATE:
CFFICER: DATE:
CFFICER: DATE:

16/09/2022

Version 06/22

87




19.G CAERPHILLY CCBC - CCTV CAMERA SITE LOCATIONS
Camera Location
No.

Caerphilly bus station, near train station car park entrance

Caerphilly bus station train station entrance end

Cardiff Rd corner of Clive Street, Caerphilly

Cardiff Rd opposite Pentrebane Street, Caerphilly

Cardiff Rd corner of Stockland Street, Caerphilly

Cardiff Rd opposite St Fagans Street, Caerphilly

Cardiff Rd entrance to Court House public house, Caerphilly

Cardiff Rd outside Iceland supermarket, Caerphilly

Cardiff Rd opposite entrance to Twyn car park, Caerphilly

Castle Street & Castle Court shopping centre, Caerphilly

Piccadilly, Pontygwindy Road, Caerphilly

Crescent Rd car park entrance, Caerphilly

Crescent Rd car park second camera, Caerphilly

Crescent Rd car park third camera, Caerphilly

Crescent Rd car park fourth camera, Caerphilly

Penallta Rd, corner of Lewis Street, Caerphilly

High Street, outside library, Ystrad Mynach

Bedwlwyn Road, corner of Pengam Rd, Ystrad Mynach

HENEEBEEEHEEENEERENE

Bedwlwyn Road, opposite Oakfield Street, Ystrad Mynach

20 Commercial Street, Pier Head buildings, Ystrad Mynach
22 Oakfield Street car park, Ystrad Mynach

23 Oakfield Street car park, Ystrad Mynach

24 Hengoed Viaduct, Maesycwmmer End

25 Hengoed Viaduct, Hengoed End

26 O/S Wheatsheaf Public House, Caerphilly

27 O/S Wheatsheaf Public House, Caerphilly

28 Caerphilly Bus Station

30 The Square, opposite Main Square, Abertridwr

31 The Square, corner of Panteg public house, Abertridwr
32 The Square, by BT box, Abertridwr

33 Thomas St., opposite Kings Close, Abertridwr

34 Cardiff Road, Gilfach

35 St, Gwladys car park, Bargoed

36 Upper High Street, adjacent to Church Place, Bargoed
37 Upper High Street, Pier Head buildings, Bargoed
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Camera

No. Location
38 High Street, opposite Cleopatra's nightclub, Bargoed

39 Hanbury Rd, by Baptist Church, Bargoed

40 Hanbury Rd, opposite Police Station, Bargoed

41 Hanbury Rd, outside new retail units

42 Bus station, top of bus station, Bargoed

43 Upper Cardiff Road, Post Office, Bargoed

44 Upper Cardiff Road, Cardiff Road, Bargoed

45 Hanbury Square

47 Hanbury Rd car park, car park steps, Bargoed

48 Hanbury Rd car park, fourth car park camera, Bargoed
49 Penllwyn

50 Bus Station car park, market traders car park, Blackwood
51 Bus Station car park, first car park camera, Blackwood
52 Bus Station car park, Market Square, Blackwood

53 Thorncombe Road car park, Blackwood

54 Thorncombe Road car park, Texaco Garage, Blackwood
55 High Street car park, Bridge Street, Blackwood

56 High Street car park, centre car park camera, Blackwood
57 High Street car park, bottom end of car park, Blackwood
58 Oakdale, Oakdale Square

59 High Street car park, Bridge Street, Blackwood

60 High Street, Gordan Road, Blackwood

61 High Street, opposite Wilkinson's Stores, Blackwood

62 High Street, entrance to Market Square, Blackwood

63 High Street, entrance to Market Place, Blackwood

64 High Street, Blackwood

65 High Street, Argos, Blackwood

66 High Street, opposite T/A's, Blackwood

67 Bus Station, bus station office end, Blackwood

68 Fochriw

69 High Street, Newbridge Memorial Hall, Newbridge

70 High Street, Police Station, Newbridge

71 West View, car park, Newbridge

72 High Street, Ty Newydd, Newbridge

73 High Street, Newbridge

74 High Street, Kwiksave, Newbridge

75 Victoria Terrace, North Road, Newbridge

76 North Road, Park entrance, Newbridge
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Camera

No. Location

77 Lansbury Park, subway, Caerphilly

78 Lansbury Park, children's park, Caerphilly

79 Lansbury Park, centre of stretch, Caerphilly

80 Lansbury Park, bridge walkway, Caerphilly

81 Tan y Bryn Road, top, Rhymney

82 Tan y Bryn Road, middle, Rhymney

83 Tan y Bryn Road, bottom, Rhymney

84 Ty Coch, shop area, Rhymney

85 Ty Coch, No. 60, Rhymney

86 Ty Coch, Green area, Rhymney

87 Upper High Street, Rhymney

88 Merchant Street, Pontlottyn

89 Holly Road, Housing Office, Risca

90 Elm Drive, Risca

91 Tredegar Street, Park Area, Risca

92 High Street, Fleur De Lys

93 High Street, Fleur De Lys

94 Commercial Street, Risca House public house, Risca

95 Commercial Street, garage forecourt, Risca

96 Tredegar Street, Risca

97 Commercial Street, Nelson

98 High Street, Nelson

99 School Street, Llanbradach

100 High Street, Llanbradach

101 Redeployable Camera — Location Varies

102 Redeployable Camera — Location Varies

103 Redeployable Camera — Location Varies

104 Redeployable Camera — Location Varies

105 Redeployable Camera — Location Varies

106 Redeployable Camera — Location Varies

107 Redeployable Camera — Location Varies

108 Redeployable Camera — Location Varies

109 Redeployable Camera — Location Varies

110 Redeployable Camera — Location Varies

111 Redeployable Camera — Location Varies

112 Redeployable Camera — Location Varies

113 Holly Road, Risca

114 Redeployable Camera — Location Varies
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Camera

No. Location

115 Redeployable Camera — Location Varies
116 Redeployable Camera — Location Varies
117 Redeployable Camera — Location Varies
118 Redeployable Camera — Location Varies
119 Redeployable Camera — Location Varies
120 Redeployable Camera — Location Varies
121 Redeployable Camera — Location Varies
122 Redeployable Camera — Location Varies
123 Redeployable Camera — Location Varies
124 Redeployable Camera — Location Varies
125 Redeployable Camera — Location Varies
131 Heol Anuerin, Penyrheol

133 Central Avenue, Cefn Fforest

134 Bedwellty Road, Cefn Fforest

135 Bryn Surgery car park, Cefn Fforest

136 Victoria Road, Rhymney

137 High Street, Rhymney

138 High Street, Rhymney

139 Penllwyn Walk, Graig-y-Rhacca

140 Commecial Street, Aberbargoed

141 Commecial Street, Aberbargoed

142 High Street, Senghenydd

143 High Street, Senghenydd

159 Abertysswg

161 Risca Train Station

162 Risca Train Station

163 Risca Train Station

164 Risca Train Station subway

165 Risca Train Station subway

166 Newbridge Train Station

167 Bridge Street car park, Newbridge

168 Bridge Street car park, Newbridge

169 Bridge Street car park, Newbridge

170 Ebbw View Terrace, Newbridge

172 Railway Station Car Park, Bargoed

173 Railway Station Car Park, Bargoed

174 Railway Station Car Park, Bargoed

175 Railway Station Car Park, Bargoed
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176 Railway Station Car Park, Bargoed
177 Chartist Bridge, Blackwood

178 Chartist Bridge, Blackwood

179 Trinant Square

180 Bus Station, Bargoed

181 Bus Station, Bargoed

182 Bus Station, Bargoed

183 Bus Station, Bargoed

184 Bus Station, Bargoed

185 The Circle, Pantside

187 Pengam Train Station

188 Pengam Train Station

189 Pengam Train Station

190 Pengam Train Station

191 Pengam Train Station

192 Pengam Train Station

193 Blackwood Bus Station

194 Blackwood Bus Station

195 Blackwood Bus Station

196 Blackwood Bus Station

197 Blackwood Bus Station

201 Wesley Road Car Park

202 Wesley Road Car Park

203 Blackwood Bus Station

204 Blackwood Bus Station Waiting room Static
205 Chartist Bridge Blackwood — Static
206 Chartist Bridge Blackwood — Static
207 Chartist Bridge Blackwood — Static
208 Chartist Bridge Blackwood — Static
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19.H

Register of Controlled Documents

REGISTER OF CONTROLLED DOCUMENTS

Document | Document Name Version | Date Remarks
No.
CD 001 Vacancy Requisition — Business 01 06/20
Case
CD 002 Vacancy Requisition - 01 06/20
CD 003 Application Appendix 01 06/20
CD 004 Application Form 01 06/22
CD 006 Interview Rejection 01 06/20
CD 007 Invitation to Interview 01 06/20
CD 008 Record Immigration Permits 01 06/20
CD 009 Medical History Questionnaire 01 06/20
CD 010 Interview Progress 01 06/20
CD 011 Night Worker Assessment 01 06/20
CD 012 Offer provisional Employment 01 06/20
CD 013 Induction Checklist 01 06/20
CD014 Confirmation of Employment 01 06/20
CD 015 Training Action Plan 01 06/20
CD 016 121 Meeting 01 06/20
CD 017 Record of Qualified Sign-off 01 06/20
CD 018 Screening Progress 01 06/20
CD 019 Oral Enquiry Employee 01 06/20
CD 020 Oral Enquiry Personal Referee 01 06/20
CD 021 Oral Enquiry School/College 01 06/20
CD 022 Oral Enquiry Self Employed 01 06/20
CD 023 Letter UBO 01 06/20
CD 024 Employment Matrix 01 06/20
CD 025 Written Confirmation Employer 01 06/20
CD 026 Data Protection Authorisation 01 06/20
CD 028 Request Information Employer 01 06/20
CD 029 Declaratéocﬁe(é?]?;gentlal|ty 01 06/20
CD 030 Statutory Declaration 01 06/20
CD 031 Certificastgr:;r(;‘iggmpletion 01 06/20
CD 032 Record Executive Sign-off 01 06/20
CD 033 Confirmed Employment Status 01 06/20
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No.
CD 034 Training Evaluation 01 06/20
CD 035 Induction Training Record 01 06/20
CD 036 Basic Job Training 01 06/20
CD 038 Assessment of Competence 01 06/20
CD 039 Supervisory Training Record 01 06/20
CD 039A Supervisor Competency Ass 01 06/20
CD 040 Annual Assessment 01 06/20
CD 041 Contingency Training 01 06/20
CD 042 Authorised Access List 01 06/20
CD 043 Authorised Access Review 01 06/20
CD 043A Operator Audit 01 06/20
CD 044 Risk Assessment 01 06/20
CD 045 Incident Report Log 01 06/20
CD 046 Record of Privacy Zones 01 06/20
CD 046A Privacy Zone Monitoring 01 06/20
CD 048 Data Release to Media 01 06/20
CD 049 Data Subject Access Request 01 06/20
CDO049A Third Party Request 01 06/20
CD049B Request for Information under 01 06/20
Section 29
CDo049C Internal CCBC Request 01 06/20
CD 050 Equipment Control 01 06/20
CD 051 DVD Management Log 01 06/20
CD 053 Stakeholder Complaint/Service 01 06/20
Defect
CD 054 Index of Complaints 01 06/20
CD 055 Destruction Certificate 01 06/20
CD 056 Visitors Book 01 06/20
CD 057 RIPA Request 01 06/20
CD 058 RIPA Cancellation 01 06/20
CD 059 Suggestion Memo 01 06/20
CD 060 Temporary Instruction 01 06/20
CD 061 Approved Suppliers 01 06/20
CD 062 Approved Suppliers List 01 06/20
CD 063 Telephone Message 01 06/20
CD 064 Audit Programme 01 06/20

16/09/2022

Version 06/22




Document | Document Name Version | Date Remarks
No.
CD 065 Internal Audit Checklist 01 06/20 CCBC to Provide
CD 066 Corrective Action Report 01 06/20
CD 067 Audit Report 01 06/20
CD 068 Dial Up CCTV Log 01 06/20
CD 069 Dial Up CCTV Activations 01 06/20
CD 070 Complaint Acknowledgement 01 06/20
CD 071 Result of Complaint 01 06/20
CD 073 Quarterly Management Meeting 01 06/20
CD 074 Annual Review 01 06/20
CD 075 Review Outputs 01 06/20
CD 076 Resignation Acknowledgement 01 06/20
CD 077 Exit Interview 01 06/20
CD 078 SIA Monitoring 01 06/20
CD 079 Request for Mobile CCTV 01 06/22
CD 079A Mobile DVD Recording Log 01 06/22
CD 079B Mobile Incident Log 01 06/22
CD 080 Deployment Request 4G 01 06/22
Camera
CD 081 Hard Drive Issue / Return 01 06/20
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